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1. OBIIIASI XAPAKTEPUCTUKA PABOYEN INPOTPAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.01 DKCIIVIYATALIUSA ABTOMATU3UPOBAHHBIX (MH®OPMAILIMOHHDbIX)

CUCTEM B 3AIIMINIEHHOM UCIIOJIHEHUH

1.1. I_[e.m, U IINIAHUPYEMBIC PE3YJIbTATHI 0CBOCHUSA HpO(l)eCCI/IOHaJILHOFO MOAYJd

1.1.1. B pe3ynbTare nu3ydeHus mpoPecCHOHATBHOTO MOIYJISl CTYJEHT JIOJDKEH OCBOUTH OCHOBHOM

BU/JI JICSITEIbHOCTH JKCILUIyaTalMsl ABTOMATU3UMPOBAHHBIX (MHPOPMALMOHHBIX) CUCTEM B

3AlMUIICHHOM MCIIOJTHEHUHM U COOTBECTCTBYIOIIUE EMY HpO(l)eCCI/IOHaJ'II)HBIC n O6H_[I/Ie

KOMIIETEHIIUH:
Kon HaumeHoBaHue BH/IOB JeAATEJIbHOCTH U NPO(eCcCHOHAIbHBIX KOMIIeTeH Ui
B 1 DKcIUTyaTanus: aBTOMaTH3UPOBAHHBIX (MH(POPMAIIMOHHBIX) CUCTEM B 3aLIHIICHHOM

HCIIOJTHCHUH

IK 1.1.

[Ipon3BOaUTE YyCTAHOBKY M HACTPOMKY KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX
(MH(OPMAIIMOHHBIX ) CUCTEM B 3alLUIIIEHHOM UCIIOJIHEHUH B COOTBETCTBUU C
TpeOOBAHUSIMH SKCILTYaTallMOHHON TOKYMEHTAINH.

IIK 1.2.

AJMUHUCTPUPOBATH IPOrPAMMHBIE U IPOIPAMMHO-AIAPaTHBIE KOMIIOHEHTBI
ABTOMATH3MPOBAHHOM (MH(POPMAIIMOHHO) CHCTEMBI B 3aIIMIIIEHHOM UCTIOJHEHUH.

IIK 1.3.

ObecneunBaTh Oecriepe0oitHy0 paboTy aBTOMaTU3UPOBAaHHBIX (MH(POPMALIMOHHBIX )
CHCTEM B 3allUIIIEHHOM HCIIOJIHEHUH B COOTBETCTBUU C TPEOOBAHUSIMHU
AKCIUTyaTallMOHHON JTOKYMEHTAIUH.

I1K 1.4.

OcymecTBIATh MPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUUECKOE 00CITy)KUBAHUE U
TEKYIIMH PEMOHT, YCTPAHITh OTKa3bl M BOCCTaHABIMBATh pabOTOCIIOCOOHOCTh
aBTOMAaTH3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alMIIEHHOM HCIIOJHEHUU.

1.1.2. O01mme KOMIEeTEHIINN

Koxn HanMeHnoBaHue BUAOB AeATEJIbHOCTH H NPOGQECCHOHATBHBIX KOMIIETEHIUI

OK 1. | Boibupars ciocoObl pemienus 3ajad npohecCUOHaIbHONW e TebHOCTH, TPUMEHUTEIBHO
K Pa3JINYHbIM KOHTEKCTaM.

OK 2. | OcymecTBasTh NOUCK, aHAINU3 U UHTEPIIPETALINIO MHPOPMAIH, HEOOXOTUMON 1Is
BBINOJIHEHUS 3a/1a4 MPO(ECCHOHATIbHON IEATEIbHOCTH.

OK 3. | [InanupoBaTh U peann3oBbIBaTh COOCTBEHHOE MPO(ECCHOHAIBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJJIEKTUBE U KOMaH[€E, 3 (HEKTUBHO B3aUMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 5. | OcymiecTBisiTh YCTHYIO ¥ THCBMEHHYI0 KOMMYHHUKAIIMIO Ha FOCYIapCTBEHHOM SI3bIKE C
Y4€TOM 0COOEHHOCTEH COLIMAIBHOIO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. | IIposBAsTH rpax/1aHCKO-NIATPUOTUYECKYIO MO3ULIUIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBE/ICHHE Ha OCHOBE TPAJAMIIMOHHBIX OOIIEUEI0BEYECKUX IEHHOCTEH, TPUMEHSTh
CTaHJApPThl AHTUKOPPYINIIMOHHOTO OBEJICHHUS.

OK 7. | ConeiicTBOBaTh COXpaHEHHIO OKpY KaIOLIEH cpesbl, pecypcocoepexennto, 3hHeKTUBHO
JIeiCTBOBATh B UPE3BBIYAIHBIX CUTYaIIUSX.

OK 8. | Ucnonb3oBath cpenctBa GprU3HUECKOM KYIbTYpHI JUIsl COXPAaHEHUS M YKPEIIEHUS 3/I0POBbS

B Ipoliecce npodecCHOoHANBHOM NesITeIbHOCTH U NMOAJIEpKaHUe HE0OX0IUMOT0 YPOBHS




Kon HaumeHoBaHMe BUI0B 1€ATEJIbHOCTH U MPO(eCCHOHATbHBIX KOMIIETeH NI

(U3MUYECKOI MOATOTOBIEHHOCTH.

OK 9. | Ucnonws3oBath HHPOPMAIIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHAILHON JCSATEIBHOCTH.

OK 10. | ITonb3oBaThcs npodhecCHOHAIBHON JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M HHOCTPAHHOM

SA3BIKax.

OK 11. | Mcnionp30oBaTh 3HaHUS 10 (PMHAHCOBOM IPaMOTHOCTH, IJIAHUPOBATH

MIpeIPUHUMATEILCKYIO IeITeIbHOCTh B TpodeccnoHanbHoM chepe.

1.1.3. B pe3yabTaTe OCBOCHUSA l'[pO(i)e(:CI/IOHaJ'ILHOFO MOAYJIA CTYACHT JOJIKCH:

HNmetsn
NPAKTHYeCKH
OIBIT

IKCIUTyaTalld  KOMIIOHEHTOB  CHUCTEM  3alluThl  HH(pOpMAaImu
ABTOMATU3UPOBAHHBIX CHCTEM, UX JIMArHOCTHKE, YCTPAHCHUH OTKA30B U
BOCCTAHOBJICHHH Pab0OTOCIIOCOOHOCTH;

AJIMUHUCTPUPOBAHUN aBTOMATH3MPOBAHHBIX CHCTEM B 3alIUIIICHHOM
UCIIOJTHCHUH;

YCTAaHOBKE KOMIIOHCHTOB CUCTCM 3allIUTHI I/IH(l)OpMaHI/II/I
ABTOMATH3UPOBAHHBIX HHPOPMALMOHHBIX CHCTEM.

yMeThb

— ofecneunBaTh PabOTOCHOCOOHOCTh, OOHApPYKHMBATh U  YCTPAHATH
HEHCIIPABHOCTH, OCYIIECTBIISATH KOMIICKTOBaHHE, KOHPHUTyPHPOBaHUE,
HACTPOIMKY aBTOMaTU3HPOBAHHBIX CHCTEM B 3aIIUIIICHHOM UCTIOJHCHHUH
U KOMIIOHEHT CHCTEM 3alluThl HHGOPMAIMH aBTOMATH3HPOBAHHBIX
CHCTEM;

— TMPOU3BOAMUTH YCTAHOBKY, aJalTalldi0 U CONPOBOXJICHUE THIIOBOTO
POrPaMMHOT0 OOCCIICUEHHs, BXOSIIEr0 B COCTaB CHUCTEM 3alllUThI
uH(OpMAaIIK aBTOMATU3HPOBAHHON CUCTEMBI;

— OpraHHM30BBIBATH, KOH(HUTypHUPOBAThH, IIPOU3BOIUTH MOHTaX,
OCYIICCTBIISATh ~ JUATHOCTHKY W YCTPaHATh  HEHCIPABHOCTH
KOMITBIOTEPHBIX CEeTeH, paboTaTh C CETEeBBIMU MPOTOKOJIAMH Pa3HBIX
YPOBHEW;

— HacTpamBaTh U YCTPAaHATH HEHCIPABHOCTH MPOTPaMMHO-aIMapaTHBIX
CPEICTB 3alIUThl HH(GOPMAIIMU B KOMIBIOTEPHBIX CETAX MO 33aJaHHBIM
MIpaBHJIaM.

3HAThb

— COCTaB M NPUHUMIBI PabOTHl  aBTOMATHU3HPOBAHHBIX  CHCTEM,
OTIEPALIMOHHBIX CUCTEM U CPELI;

— TPUHLUIBI pa3pabOTKH JITOPUTMOB IMPOrpaMM, OCHOBHBIX NMPHUEMOB
IIPOrpaMMHUPOBAHUS;

— Mojenau 0a3 JaHHBIX;

— MPUHUUIBI TOCTPOEHHUS, (PU3HUECKHE OCHOBBI pabOThl NeprU(pepUHbIX
YCTPOMCTB, OCHOBHBIX METOJOB OpraHM3allMM W IPOBEACHUS
TEXHUYECKOTO OOCIY)KHBAHUS BBIUMCIUTEIBHOW TEXHUKU M APYTUX
TEXHUYECKUX CPEJICTB MH(OpMaTH3AIHNH;

— TEOpPETUYECKHME OCHOBBI KOMIIBIOTEPHBIX CETEH M WX ammapaTHbIX
KOMITOHEHT, CETEBBIX MOJeJIeH, MPOTOKOJIOB U IPUHIIUIIOB a/Ipecallly;

— TOpSAOK YCTAaHOBKM M BBOJA B DKCIUIYaTallMI0 CPEJICTB 3alUThI
UHGOPMAIIUU B KOMITBIOTEPHBIX CETSX.




2. CTPYKTYPA U COAEP KAHUE ITPO®ECCUOHAJIBHOI'O MOAYJIsA
2.1. Ctpykrypa npodeccuonanpHoro moayis [IM.01 DkcruryaTaius aBTOMaTU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX ) CUCTEM B 3aIUIIICHHOM UCIIOJTHECHUN

O6vem |
Konpt obpasos | Obyuenne mo MJIK, B 1ac. [TpakTukn
npodeccuo a- B TOM 4YHCJIE
HaJIbHBIX HaumenoBanus paznenos TEJIBHO KypcoBas | ydeOuas | npousoactee | Camocros-
o0mmMx po)eCCHOHAIBHOTO MOAYJIS | i BCETO, iaP?OpaTOpHH pabota MpaKkTU | HHas TenbHAs
KOMIIETEHII Iporpa | 4acoB mpoekT), | Ka, MPaKTHKa, abota
ui MII\)/IBI? HpaKTHHECKH I(.Ial())()B : 4acoB ‘IECOB P
qac. X 3aHSATUN
IIK'1.1. Pasznen 1 moxyus.
OK1-OK1l | yeraposka u HACTpOHKa
ABTOMATHU3HPOBAHHBIX 285 212 73 — 36 — 6
(MH(OPMAIIMOHHBIX) CHCTEM B
3QIHIICHHOM HCIIONHEHHH
IK'1.2, Pa3znen 2 moxyisi.
EE }i ’ AJMUHUCTPUPOBaHUE
OK1-OK1] | @BTOMaTH3MPOBAHHBIX 407 300 107 — 72 — 6
(MH(pOPMAIIMOHHBIX) CUCTEM B
3QIMIICHHOM HCIIOJHEHHH
[Ipou3BOACTBEHHAS MPAKTHKA
(mo mpoduro 144 —
CHEINAIBHOCTH), YaCOB
ITpomexyTouHas aTTecTanus 18 — — — — —
Koncynbranuu 10
DK3aMeH Mo
pohecCHOHATEHOMY - 6 — — — — —
MOJYJIIO
Bcero: 810 546 - 108 144 12




2.2. TemaTudeckuii 1iaH U cojiepkanue npodeccruonaabHoro moayis (ITM)

HaumenoBanue
pa3/iesioB U TeM
npogecCHOHATBLHOI0 Coaepixanue yueOHOro MaTepuaJa, JabopaTopHblie padoThl M NPAKTHYECKHE 3aHATHSA, O0bem gce]r:HBTa;M“e
moay.Js (ITM), CaMOCTOsITe/IbHAA padoTa 00y4aroINXCH 4acosB KOMITeTeHIuii
MEKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Paznen 1 moaynsi. YcTaHOBKa M HACTPOMKA aBTOMAaTHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM B 3aIIUIIIEHHOM OK.1-11
HCIIOJTHEHUH IIK.1.1-1.4
MAK.01.01 Onepauuonnsbie cuctembl- YiabiounaE.JI. 106
2 kypc 3 cemecTp -96 uac 48 Teopus+48 npakTuy, 2 cam padora , 2 KOHC, 6 IK3amMeH
Pa3zgea 1 O6mue cBeneHns 06 onepannoHHBIX CHCTEMAX 12
Tema 1.1. OcHOBEI Coneprkanue 4
TEOPHH ONEPAMOHHBIX | OmnpeeneHue onepanoHHoN cucteMbl. OCHOBHbIE OHATHUSA. MIcTOpHs pa3BUTHS OK.1-11
cucTeM OTIepaLMOHHBIX cucTeM. Bupl onepannonsbix cucteM. Kinaccudukanus onepanioHHbBIX TK.1.1-1.4
CHUCTEM I10 pa3HbIM Npu3Hakam. OOmre moHsATHs 00 onepanuoHHbIX cucreMax (OC) u cpenax.
Haznauenwue u ¢pynxiuu OC.
Tewma 1.2. MammunaHoO- Conepxanue 4
HE3aBUCHMEIE CBOMCTBA | CTpYKTypa CUCTEMHOI'O POTrPaMMHOI0 o0ecTedeHns )il IepCOHAIBHOr0 KommbioTepa CoctaB OK.1-11
onepanuoHHEIX cucTteM | komnoHeHToB OC u ux @ynkuuu. dddextuBHocTh U TpeboBanus k OC. IIK.1.1-1.4
HHTepdeiichl onepariioHHbIX CUCTEM.
TemaTnKa NPAKTHYECKUX 3aHATHH 4
M3yueHne cTpyKkTypbl onepanonHoi cucrembl MS Windows
M3y4yeHne BO3MOKHOCTEN YTHIINTBI «CHCTEMHBIM MOHUTOP
Pa3nes 2. MammunHo-3aBucuMble cBoiicTBa OC. ApXUTEeKTYypa onepalioOHHbIX CHCTEM. 26
Tema 2.1 MoaynbHas | CoxeprkaHue
CTPYKTypa Apxurekrypa OC. Monens kiauent-cepsep. PaboTa B pexxume nonb3oparens. Pabota B 2 OK.1-11
OIEPALIMOHHBIX CHCTEM, | KOHCOJBHOM pexuMe. OO0T0UYKH ONEepaIlHOHHBIX CHCTEM. IIK.1.1-1.4
MPOCTPAHCTBO TeMaTuka NPaAKTHYECKUX 3AHATHH
I10JIb30BATENA PaboTa B KOHCOJIBHOM M IpauecKOM peKuMax 2

Tema 2.2. Opraanzanus

Conepxanne




Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIUCHUIITIHHAPHBIX
kypcos (M/IK)
1 2 3 4
cuctemsl npepbiBaHui. | [IonsATHe npepsiBaHusa. AnnapaTHO-IIPOrPAMMHBIE CPEACTBA CUCTEMBI ITpepbiBaHus. Kitaccel OK.1-11
npepbiBaHuil. Oprannzaiys CUCTEMHBIX BbI30OBOB. IIK.1.1-14
TeMaTuka NPaAKTHYECKHUX 3AHATHH
«3HAKOMCTBO C OpraHU3aIlel BBIMOIHEHHS TPOrPAMMHBIX KOJIOB B cpene Windows»
Tema 2.3 Ynpasnenue Coneprxanue
npoleccami, [Tonsitue nponecca. [Tonstre noroka. [lonsaTue npruopurera u oyepean MpoIeccoB, OK.1-11
MHOTOIIPOLIECCOPHBIE 0COOCHHOCTH MHOTOIIPOLIECCOPHBIX CUCTEM. MeXIpo1iecCOpHOE B3aUMOJICHCTBUE TK.1.1-14
CUCTEMbI [TnanupoBanue u qucneryepusanus. [lonarue B3auMo0a0kupoBku. Pecypcel, oOHapyxeHue
B3aUMOOJIOKHPOBOK. M30eranue B3auMo010KkHpoBOK. IIpenoTBpalienne B3auMo0JI0KMPOBOK
TeMaTuka NPAKTHYECKUX 3AHATHH
MozenupoBaHue aITOPUTMOB YIPABJICHUS IPOLIECCAMU C Y4ETOM TpeOOBaHUN K ONepaTUBHOM
aMsTH ¥ BHEIIHUM YCTPOHCTBaM
HaOnroieHue 3a HCIOJIb30BAHUEM PECYPCOB CHCTEMBI
Tema 2.4. Cucremsl Conepxanune
YIPaBJIEHUS BBOJIOM- ®duznyeckue 1 BUPTyalbHble ycTpolicTBa. Cxema NpoX0XkKIeHUs JaHHbBIX MTPU 00paboTKe B OK.1-11
BeBoZIoM OC. DOBM. Opranusaius JaHHBIX H METOJIbI JOCTYIIA. 1K.1.1-1.4
TeMaTuka NPaAKTHYECKUX 3AHATHH
«M3yuyenue unrepdetica oneparuii BBoaa-BbIBOAA C UCIIOJIb30BaHHEM CKpUNITOB VBS.
Nzyuenune Bo3zmoxknocteit Windows Scripting Host (WSH) ¢ ucnonp3zoBanueM MeTo0B
00bexToB WscriptShell u FileSystemObject»
Tema 2.5 Yupasnenue Conepxxanne
BUPTYaJIbHOU NaMSTBIO =
[TonsiTve BUpTyanbHON namMATH. Pa3HOBUIHOCTH OpraHU3aluy MAMSTH C UCIIOJIb30BAHUEM 3%1111 .

HXM/I. Ilonnepxka npritoxenuit apyrux OC. BupryanbHble MalllMHBL.

TemaTnka NPaKTHYECKUX 3aHATHH




Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MeKAMCHUIIHHAPHBIX
kypcos (M/IK)
1 2 3 4
M3ydeHne BO3MOXKHOCTEH cO3aHus BUPTyaibHOW MaiuHbl B cpeae MS Windows ¢
yctanoBko# rocreBoit OC o BeIOOpY.
Pa3nen 3. MamuHHo-He3aBucuMbIe cBoiicTBa OC. [IpUHIMIIBI TOCTPOEHHSI ONEPANMOHHBIX CHCTEM. 12
Tema 3.1 @aitnioBbie PaznoBumHOCTH (aitnoBeix cucteM. Opranu3anus (ailIoBbIX CHCTEMHBIX BBI30BOB B 4 OK.1-11
CHCTEMBI. nporpamme. Jlornueckas u pusnueckas opranuzanus aucka [lonsrue gaiina, XxapakTepuCTUKH TK.1.1-14
daiioB. Haznauenue, QyHKITNHN QailIOBOI CHCTEMBL. .
Tema 3.2 [Tpunnumnb [Tonsitue pecypco OBM. IIpunHiune! ynpasieHus pecypcamu B ONIEPallMOHHBIX CUCTEMAX. 2 OK.1-11
yImpasieHus pecypcamu | BzaumoOmoxupoBku. OOHapy)eHue, ycTpaHeHHe, H30e)aHne U MpeloTBpaIeHIe IIK.1.1-1.4
B OIIE€PALMOHHBIX B3aUMOOJIOKHPOBOK
CUCTEMAX. TemaTuka NpaKTHYECKUX 3aHATHH 6
3akperuieHue 3HaHui 1o 0CHOBHBIM KoMaHAaM MS DOS mis paGoTsl ¢ TUPEKTOPUSMU U
daiinamu. Jlucneraep 3a1ad i MOHUTOPUHTA PECYPCOB
3akperuienue 3HaHui Mo komanaaM MS Windows B koMaHTHOHM CTPOKE U MAaKETHBIM KOMaH/1aM
B KOMaHAHbIX (paitnax. OCBOeHHE BOZMOKHOCTEH CO3/1aHUSI KOMaHIHbIX (hailioB.
Pabota ¢ gaitnamu B cpene Visual Studio 2019 Ha s3pike Python u npoBenenue ananusza
npoiiecca BelnoiaHeHus 3afaanuil B cpene OC Windows»
Pa3nen 4. be3onacHOCTh onepanuoOHHbIX CHCTEM 20
Tema 4.1. ITpuniunst Copnepxanue 2
MOCTPOEHUS 3aLUTHI [Tonsitue 6e3omacHoctu OC. Knaccupukanus yrpo3z OC. UcTouHukH yrpo3 HHPOPMALMOHHOM OK.1-11
uHpopMaluu B 0e30macHOCTH U 00BeKThI Bo3encTBuUs. [lopsaok obecnieuenust 6e30macHoCcTH HHOPMaLIUK TK.1.1-14
OTIepaIlMOHHBIX NP SKCIUTyaTaluu onepaunoHHbix cucreM. llltaraeie cpencrsa OC ams 3amuThl ”HPOPMALIUH.
cucreMax AyTteHTuduKanys, aBTopusalys, ayaur.
CnyxeOHble TPOrpaMMBbl. Y cTaHOBKA cUCTeMbl. Pe3epBHOE KonMpoBaHue, 00CIyKUBaHUE U 2




Haumenosanue
pa3aeyioB u TeM

OcBanBaemble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem N
mony.as (IIM), CaMOCTOfITeIbHAsl padoTa 00y4armmMXxcst 4acoB KOMIeTeHIuik
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
BOoccTaHoBJIeHHE cucTeMbl. CucremHbii peectp. Cucremubie komanael (Msconfig, regedit u
Ap.)
[Tonnepxka npunoxenuit npyrux OC. HacTpoiika NOJuTUKU JOCTYIa MOJIb30BaTelIe Ha 5
BuptyanpHoi Mammmae MS Windows Server.
TemaTnka NpakTHYeCKUX 3aHATHH 14
Pabota ¢ nmporpaMmamu apXuBariuu
M3y4yeHnne BO3MOXKHOCTEH CO3IaHMsI U HACTPONKHU BUPTYyaIbHOM MamiHbl B cpene Oracle
Virtual Box ¢ ycranoskoii rocreBoit OC 1o BEIOODY.
Bosmosxunoctu Windows Script Host (WSH) st co3nanus daitnos crienapues B cpeae OC OK.1-11
Windows. Co3anue CKpHUIITOB IS TOJYYEHUs CIPABOYHOM WHPOPMAIHK 00 OTepalMoHHO IIK.1.1-1.4
CUCTEMeE C JIONOJIHEHHEM KoMaH/1, pactmpsomux Gyakuunonan OC.,
Co3nanue ckpunra B MS Windows o apxMBHpOBaHUIO 33aHHBIX (aiiioB (HampuMep,
Karasiora 0asbl JJaHHBIX) IO YKa3aHHOM JaTe
Pabota ¢ cucremubiM peectpoM WINDOWS 10
YnpasieHne y9eTHBIMU 3alTUCSIMH TIOJIb30BATENIe ¥ JOCTYIIOM K pecypcam
M3yueHne MTaTHBIX CPEJICTB 3alUThl HH(POPMAIMK B ONEpallMOHHBIX CHCTEMax
Pa3nes 5. OcoGeHHOCTH padoThl B COBPEMEHHBIX CeTeBbIX ONEePAllMOHHBIX CHCTEMax 30
Tema 5.1 Conepxxanue 2
Pacnpenenennsie OC. OcobeHHocTH oCTpoeHus U pyHKIMoHupoBaHus pacrpeneneHHbix OC. Bupsl u TpeboBanus, OK.1-11
CeTeBble KOMIIOHEHTHL. | MPEABSBISAEMbIC K CETEBBIM U pacnpeaeneHHbM OC. TK.1.1-14
BosmoxuocTu TemaTnKa NPAKTHYECKUX 3aHATHH 4
HacTpoiiku ceteBbiXx OC | M3ydenne NpUHIMIOB IEpefadn aHHbIX B ceTh. IIpotokon TCP/IP. IP-anpecanus.
M3yueHne ceTeBbIX KOMaH]l M YTUJIUT JJIsl CETEBBIX HACTPOEK
Tema 5.2. Conepxxanue 4
OnepanroHHbIe OcoOenHoctu nocrpoenus u ¢pynknuonuponanus cemerictea OC UNIX. O630p cucteMbl 1(_31511111 A

cucreMsbl Linux

Linux. [Ipoueccsl B cucreme Linux.
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MeKAMCHUIIHHAPHBIX
kypcos (M/IK)
1 2 3 4
MOA00OHEIE VYrpasienue namsateio B Linux. BBoa-BeiBox B cucteme Linux. ®aiinoBas cuctema UNIX.
TemaTnKa NPAKTHYECKUX 3aHATHH 6
YcraHoBKa 1 niepBu4Has HacTporika Ubuntu Ha BupryanpHyro mManiuny.
OcBoenue 6a30BbIX KOMaH Linux B TepMuHae
Bo3MoxHOCTEH co3/1aHusl KOMaHIHbIX (aitiioB B cpeae Ubuntu
Tema 5.3. CepBepnblie Conepxxanue 4
OIepaliOHHbIE OcnoBHoe Ha3zHaueHue cepepHbIX OC. Ocobennoctu cepBepHbix OC. Pacnipenenennsie
CHCTEMBI GbailioBble CUCTEMBI.
[TpUHIMITEI TOCTPOSHUS | 3aIUTa OT COOEB U HECAHKIIMOHUPOBAHHOTO JTOCTya. OCHOBEI OK.1-11
Kkpunrorpadguu. AyreHTuduKanus noub3oBatesns. AyTeHTU(DUKALM, aBTOPU3ALMSL, ay/IHT. TK.1.1-1.4
ATaky U3HYTpU CUCTEMBI. ATaKu CHapy»Ku cucTeMbl. OTKa30yCTOMUNBOCTD (ailIoBBIX U
JIMCKOBBIX CHCTEM
TemaTuka NpakTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT 10
KoHconbHbIE yTHINTBI HACTPOHKH ceTeBbIX KoMnoHeHTOB B MS Windows 10 u Ubuntu
OcBoeHMe NPUHIMIIOB Nepeiaun JaHHbIX B ceTu. HacTpoiika IP-anpecanun.
PaboTa ¢ pecypcamu JIOKaJIbHOM CeTH B BUPTYaJIbHOU cpefie
[punimns! mudpoanus nadopmaru metoaom Ilesaps B MS Excel
Pa6ota c cepsepnoit OC.
Tematuka camocrosiTenbHON padboTs! pu u3ydennn MJIK.01.01: OK.1-11
AHanu3 BUPTYaJIbHBIX YCTPOICTB Ha COBPEMEHHOM 3Talle U MPOrPaMMHBIX CpEJl UX peaTn3aliu. 2 IIK.1.1-1.4
AHanuTHuecKuit 0630p B 00JaCTH CO3/IaHMsI MEXaHU3MOB KOHTPOJIS JOCTYIA K pecypcaM ONEepallMOHHBIX CHCTEM.
IIpome:xkyTounas arrecranus mo MJIK.01.01- 3x3ameH 6
Hroro MJIK.01.01 106
MJIK.01.02 ba3bl 1aHHBIX 128

2 kypc 4 cemecTp-684, U3 HUX NMpaKkTH4.384, TeKylIasi OIeHKA
3k5c- 48uac. U3 nux npakr-24uac. Beero 116/62, +2 cam+2 koHc+6 yx3ameH
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MeKAMCHUIIHHAPHBIX
kypcos (M/IK)
1 2 3 4
Paznen 1. OcHOBBI Teopun 0a3 TaHHBIX 22
Tema 1.1. OcHoBHBIE Conepxanue
HOHATHUS Teopuu 0a3 [Tonsitue 6a3bl naHHBIX. KOMIIOHEHTHI cCTeMbI 0a3 TaHHBIX: IaHHBIE, allllapaTHOE OK.1-11
naHHbIX. Monenu obecnieueHue, IporpaMMHoe odecriedeHue, nojb3oBarenu. OQHOI0Ib30BATENbCKUE U 4 IIK.1.1-1.4
JaHHbIX. BBeneHue B MHOTOTMOJIB30BaTENIbCKHE CUCTEMBI 0a3 NaHHbIX. IHTerpupoBaHHbIE U O0IIME JaHHbIE.
b/l OObeKThI, CBOWCTBA, OTHOIIEHUS. LleHTpan3oBaHHOE yIIpaBieHUE JaHHBIMU, OCHOBHbBIE
TpeOOBaHMS.
TemaTnKa NPAKTHYECKUX 3aHATHH 2
Pa6ora ¢ Tabimnamu B MS EXcel kak ¢ 6a30i1 JaHHBIX.
Tema 1.2. OcHOBEI Coneprkanue
pessiuuoHHON anreOpsl | OCHOBBI peSIIIMOHHON anreOpsl. TpaauiMOHHBIC ONEpalliy HaJl OTHOIICHUsIMH. ClieruaibHbIe 4
onepanuy HaJl OTHoIEHussMU. Onepanuu HaJl OTHOIIEHUSIMU JOTIOJIHEHHBIE JleiiToM.
TemaTnKa NPAKTHYECKUX 3aHATHH 4
[Tpoextuposanue BJl. Onpenenenne npeaMeTHON 00J1acTH. YPOBEHb MPEICTABICHHS JaHHBIX.
OcnoBHbIe ipuemsl padboTsl ¢ BJ] B MS Access.
Tema 1.3. bazoBbie Conepxxanue
TIOHATHUS U bazossie nousaTus CYBJl. OcnoBHble GpyHKIMH, peanu3yemble B CYB/l. OcHOBHBIE OK.1-11
knaccudpukanys cucteM | komnonenTsl CYBJ] u ux B3aumoneiicteue. Murepdeiic CYB/I. SI3pikoBsie cpenctBa CYB/I. 2 IIK.1.1-14
ynpaBieHus 6azamu Knaccugukanus CYB/I. CpaBHutensHas xapakrepuctuka CYBJI. 3nakomerBo ¢ CYB/] (no
JAHHBIX BBIOODY)
TemaTnKa NPAKTHYECKUX 3aHATHH 5
[TpuBenenue Tabmmi k 3HO
Tema 1.4. Conepxxanue
[{enocTHOCTH JaHHBIX [ToHsITHE LETOCTHOCTH U HEPOTUBOPEUHUBOCTH JIaHHBIX. [IpuMepsl HapyIlIeHUs EeTOCTHOCTH U 2

KaK KJIHYCBOC ITOHATHUC

HCIIPOTHUBOPCUYNBOCTU JAHHBIX. HpaBI/ma 1 OI'PAHUYCHUS.
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4
0a3 JaHHbIX TemMaTnKa NPAKTHYECKHX 3aHATHI OK.1-11
Hudonornueckoe npoektupoBanue. Coznanne ER-guarpamver. Co3ganue CTpyKTyphl TaOJIHIT 2 IIK.1.1-1.4
PB/I.
Pasznea 2. [IpoekTupoBanue 6a3 JaHHbIX 29
Tema 2.1. Coneprkanue
Nudopmannonubie Jlornueckoe mpoexktuposanue. [Ipeodbpazosanue ERD B cxemy B/I. Bribop cpencts 2
Mojenu pensuuoHHbX | pazpabotku AUC. Coznanue ctpykrypsl Tabaui PB/I.
0a3s MaHHbIX TemMaTHKa NPAKTHYECKHX 3AHATHI 4
[TpoexTupoBanue HHHOIOTUYECKON MOJEIN JaHHBIX
Coznanue crpyktypsl Tabnun PB/I.
Tema 2.2. Conepxanue 4
Hopmanusanus tabmun | HeoOxoaumocTs HOpMau3anui. AHOMAIHK BCTABKH, yaaleHus U oOHoBieHus. [IpuBeneHue OK.1-11
PeNSILIMOHHOM 0a3bl TaOJIMLIBI K TIEPBOI1, BTOPOH U TpeTheil HopMabHBIM (hopMaM. JanpHeias HopMaI3anus IIK.1.1-1.4
JTAHHBIX. tabmun. YersepTas u msatas HopMmaiabHble popmbl. [IpuMeHeHHe npolecca HOpMaIu3aluy.
ITpoexkTupoBaHue cBs3eil MEXYy TaOJIUIIAMHU.
TemaTnKa NPAKTHYECKUX 3aHATHH 4
Omnwucanue npenMeTHoON obaactu 6a3bl 1aHHBIX «KoMmbloTepHas Gpupmay
ITpoexTrpoBaHue CTPYKTYpHhl 6a3bl fJaHHBIX «KoMmbroTepHas pupmay
Tewma 2.3. Cpeacrsa Conepxanune 4
aBTOMaTHU3ALNHI CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukarus CASE-cpencts.
npoektupoBanus. Case | I'papuueckoe mpencrasienne mojeneit mpoekruposanus. UML. JluarpamMmma CyIIHOCTh-CBSI3b,
—cucrema u Case — Jyarpamma IoTOKOB JIAHHBIX, IMarpaMMa IpeleJeHTOB UCII0JIb30BAHHUS.
TEXHOJIOTHH TemaTnKa NPAKTHYECKUX 3aHATHH 4

Cosznanue MojeN TOTOKOB JaHHbIX B/] ¢ ucmonp3oBannem Case —cpejicTaa
Cozlanue MOJeNu IpeleeHTOB ¢ ucnoiab3oBanueM Case —cpeacTna 0a3bl JaHHBIX
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
«KommbrotepHas ¢pupma
Paspnen 3. Opranuszanus 6a3 JaHHBIX 24
Tema 3.1. Coznanue Conepxanue
0a3bl TaHHBIX. Coznanue 6a3bl JaHHbIX. PaboTa ¢ Tabnuuamu: co3ganue Tabauibl, U3BMEHEHUE CTPYKTYPHI, OK.1-11
ManunynupoBanue HaIOJIHEHHUE TaOIUIIbI IaHHBIMU. Y TIPABJICHHUE 3aMTUCAMU: I00aBICHUE, PEITAKTUPOBAHUE, 4 IIK.11-14
JTAHHBIMHU. ylajaeHue U HaBUTaIus ¢ moMolsio s3bika SQL. OTkpbITHE ¥ MOAU(UKAIS TaHHBIX.
Komannbr xpanenus, 1o0aBieHust, peAaKTUPOBAHUS, yIaJI€HUS U BOCCTAHOBJICHUS JaHHBIX.
HaBuranus no Habopy aHHBIX.
TemaTuKa NPaKTHYECKUX 3aHATHH 4
Cosnanue 0a3bl manHbix cpeacrsamu CYBJ] SQLite .
PaGora ¢ Tabnumamu: no6aBneHne, pelakTUPOBaHNE, yIaJeHIe, HABUTAIIMSI 110 3aMUCSIM.
Tewma 3.2. Unaexcer. Conepxanune
CBs13u MeXy [TocnenoBarenbHbIN TOUCK JaHHBIX. COPTHUPOBKA U (hUIbTpalvs JaHHBIX. HAEKCUpOBaHUE 4
TaOJIMIIAMHU. tabnuil. PaznuyHbie TUTIBI HHACKCHBIX (aitnoB. Paboune obnactu u niceBnoHUMBL. CBS3b
O0benuuenne TabInIL Tabaur. O0benuHeHNEe TaOINIL.
TemaTnKa NPAKTHYECKUX 3aHATHH 12
Coznanue B3auMocCBsizel Tabmuiy 6a3bl JaHHBIX
CopTupoBka, TOUCK U GUIBTPALMS JTAHHBIX
Cosnanue 3armpocoB ¢ MCNOJIb30BaHKHEM si3bIka SQL OK.1-11
IK.1.1-1.4

Hcnonb30BaHue BO3MOXKHOCTEH s3bika Python miist co3nanus nporpamMmmHoro uatepdeiica st
00paboOTKU JaHHBIX

N3yuenne BO3BMOXKXHOCTEH pabOThI ¢ TaOMIIaMu 0a3bl TAHHBIX C UCTIOIB30BAHUEM SI3bIKA
Python

Pabota ¢ 6a3amu manHbIX Ha Python: co3ganue Tabmui B/l u 3anmpocos
Brimmonnenue naauBuayansHoro 3aganus (M3) mo teme: «IIpoekTupoBanue 0a3pl JaHHEIX B
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Haumenosanue
pa3aeyioB u TeM

OcBanBaemble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem N
monyas (ITM), caMoCTosATeIbHasg padoTa 00y4Yarommxcs 4acos KOMIeTeHIHii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4
CYBJ SQLite»
Paznen 4. Ynpasiienue 6a30ii JaHHBIX ¢ NOMOIIBIO s13bIKaSQL 12 OK.1-11
MK.1.1-1.4
Tema 4.1 Coneprkanue 2
PasnoBuanoctu CYBJl | O6mias xapakTepucTuka U pasHoBUIHOCTH coBpeMeHHbIX CYBJl. ®yHKIMOHANBHBINA COCTAB U OK.1-11
JUIsl OpraHU3aluu SI3BIKOBBIC BO3MOYKHOCTH JIJISl IIPOTPaMMHUPOBaHHS HHTepdeiica, co3qanus Tabiuil, CBsI3eH 1 TK.1.1-1.4
paboThI € XPaHUMBIX IPOLIENYP.
pensuuoHHbIME 6azamMK | TeMaTHKA NPAKTHYECKHX 3AHATHI
JTaHHBIX Cosmanne 6a3bl nanabix B cpene CYBJI SQLite 4
Cosznanue 6a3bl qanHbIxX B cpene CYB/] PostgreSQL
Tema 4.2. Coneprkanue
CTpyKTypHpOBaHHBIN Oo6mas xapakrepuctika si3pika SQL. ITopsmok co3manus 3ampocoB Ha sizbike SQL. Ctpykrypa 2 OK.1-11
A3bIK 3anpocoB SQL: komaH[bl Select, yernoBue Where. OnepaTopsl 1 pyHKIIUH TPOBEPKH ycioBHid. Jlornueckue IK.1.1-1.4
orepaTopsl U QyHKIHMK | onepatopsl. [ pynmoBsie GpyHknnu. OyHKIMK AaThl 1 BpeMeHn. CUMBOJIbHBIC (YHKITUH.
TemaTnKa NPAKTHYECKUX 3aHATHH 4
Coz/laHue M UCI0JIb30BAHUE 3aMpOCOB. I'pynnupoBKa U arperupoBaHue JTaHHBIX
KoppenuposanHble BioxkeHHbIE 3a11pockl. Co3/1aHuE B 3aIIpOCaxX BHIYMCIIAEMBIX TOJIEH.
Vcnonb3oBaHue yCIOBHAN
Paznen 5. Opranuszanus pacnpenejéHHbIX 0a3 TaHHBIX 16
Tema 5.1. Conepxanne
ApXHUTEKTYpbI ApPXUTEKTYpHbI KIIMeHT/cepBep. JJocToMHCTBA U HETOCTATKU MOJIeNeil apXUTEKTYpPbI 2 3&}1111 .

pacrpeiesieHHbIX 6a3
JTAHHBIX

KJIMEHT/cepBep U uX BiusiHUE Ha GpyHKInoHupoBaHue ceteBbix CYB/I. [IpoektrpoBanue 6a3b
JTAHHBIX MTOJ] KOHKPETHYIO apXUTEKTYPY: KIIUEHT-CepBEp, pacupeesieHHbIe 0a3bl TaHHBIX,
napajuieiabHas 00paboTKa JaHHBIX.
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HaumeHnoBanue
pa3aeyioB u TeM
npogdeccuoHaIbLHOr0
moayJas (IIM),
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1

2

4

OTnnuus ¥ NperMyILecTBa y1aJIeHHbIX 0a3 JaHHBIX OT JIOKAJIbHBIX 0a3 JaHHBIX.
IIpenmyiecTBa, HEIOCTATKU U MECTO IPUMEHEHUS ABYX3BEHHON U TPEX3BEHHOM ApXUTEKTYPHI.

OK.1-11
[K.1.1-1.4

TeMaTuka NPaAKTHYECKHUX 3AHATHH

YrpaiieHre JOCTYIIOM K 00BbeKTaM 0a3bl JAaHHBIX

Tema 5.2. CepBepHas
94acTh pacupeaeIeHHON
0a3bl JaHHBIX

Conepxanue

[TnanupoBanue u pa3sépreiBanue CYB/] nns paboThl ¢ KIMEHTCKUMU TPUIIOKEHUSIMU

TemaTHKa NPAKTHYECKUX 3aHATHH

Hacrpoiika komnonentoB CYB/1: pa3BepHyTh cepBepHYIO 4acTh 0a3bl qaHHbIX POStGreSQL Ha
VM Ubuntu v. 20.4

Hacrpoiika komnonentoB CYB/I: pa3BepHyTh cepBepHyIo yacTh 6a3sl qanubix MySQL na VM
Ubuntu v. 20.4

OK.1-11
[K.1.1-1.4

Tema 5.3. Kimnenrckast
4acTh pacmupeeeHHOM
0a3bl JaHHBIX

Conepxanmne

[TnanupoBanue npunoxennit. Opranuszanus naTepdeiica ¢ nmonp3oparesneM. 3HAKOMCTBO €
MacTepaMu U KOHCTPYKTOpaMH MpHU NPOeKTUpoBaHuU ¢popM U oTyeToB. Tumsl meHto. PadoTa ¢
MEHIO: CO3/]aHNe, MoAU(UKaLs.

Hcnonp3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3bIKOB IIPOTPaMMUPOBAHUS AJIsl CO3AAHUS
KJIMEHTCKOM yacTu 0a3bl JaHHBIX. TEeXHOIOTHHU 10CTyTA.

OnTtumusanus npousoautensHocty padotsl CYB/I.

OK.1-11
IIK.1.1-1.4

TemaTnKa NPAKTHYECKUX 3aHATHH

VYcranoBka unrepdeiicuoit wactu b/ pgAdmin va VM Ubuntu v. 20.4. Co3nanue CTpyKTypbl
0a3pl nanabix B PostreSQL, Tabmuipst B b1 PostgreSQL. Co3nanue neyx kimentos (Userl,
User2) u HacTpoiika mpas JOCTyIa KIMEHTOB K Tadmiuie bJ]

OK.1-11
[K.1.1-1.4

Pa3nen 6. AnMuUHUCTPUPOBaHe U 0€30MACHOCTD

20

Tema 6.1. O0ecnieucHue
[IEJIOCTHOCTH,

Conepxxanue

Yrpossl nenoctHoctr CYBJI. OcHOBHBIC BUJIBI 1 IPUYHMHBI BOZHUKHOBEHUS yTPO3
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4
JIOCTOBEPHOCTH U nenoctHocTu. Croco6bl mpoTuBoeicTBuUs. [IpaBuia, orpaHnYeHus.
HEMPOTHUBOPEUYNBOCTHU [TonsiTne Xxpanumoi rpouenypsl. JlIOCTOMHCTBA U HEJOCTATKU UCIIOJIb30BAaHUS XPAHUMBIX OK.1-
JAHHBIX. 11
[IK.1.1-1.4npouenyp. [lonstue tpurrepa. SA3bIk XpaHUMbIX OpoUeayp U Tpurrepos. Kackagneie
BO3JICUCTBUS. YTPABJICHUE TPAH3AKIIUAMU U KIIIMPOBAHUE TTAMSATH.
TemaTnka NPaKTHYeCKUX 3aHATHH 5
Pa3paboTka xpaHuMO# NpoIeyphl U TPUTTEpA
Tewma 6.2. [lepexsar Conepxxanue
HCKIIOYUTEILHBIX [ToHsTHE UCKITIOYUTENBHON CUTYallMU. MSATKUI U 5KECTKUI BBIXOJ M3 UCKIOUYUTEIbHOU 5
cUTyaluil u 00paboTka | curyarui. MeCcTO BOSHUKHOBEHHS UCKIIOUUTEIbHOM cuTyaruu. OnpeneieHne Xxapakrepa
OIMO0K OIMOKY, BBI3BABIICH NCKIFOUUTEIIBHYIO CUTYAITHIO.
Tema 6.3. MexaHn3Mbl Coneprkanue 4
3amuThl HHQopManyu B | CpezcTBa uaeHTHGHUKAIMK U ayTeHTUuKamn. O0mue cBeaeHus. OpraHu3arivs OK.1-11
CHUCTEMax YIIPABICHUS B3anmozeiicteus CYB/] u 6azoBoit OC. Cpenctsa ynpasieHus 10cTynoM. OCHOBHBIE TOHSATHUS: IK.1.1-1.4
0a3zaMM JTaHHBIX CyOBEKTBI U 00BEKTHI, TPYIIIBI MOJIB30BaTENIeH, TPUBUIIETHH, POJIA U TIPEJCTABICHUSI.
SI3bIKOBBIE CPENICTBA pa3TpaHUYCHUs JOCTYyMa. BUapl MpUBUIIETHIT: MPUBUIETUN OE30MACHOCTH
u gocryna. Konuenuus u peanuszaius Mexanusma poseil. CooTHOIIEHHE TpaB JI0CTYTIA,
onpeaensieMblx OC u CYB/I.
CpenctBa 3amuThl HHGOpMaIMU B 6a3ax JTaHHBIX
TemaTnKa NPAKTHYECKUX 3aHATHH 2
VYmpasrneHnue npaBaMu JocTyna k 0a3am qaHHBIX. PazpaboTka Tpurrepa sl 3alIUTHI OT OK.1-11
HECaHKITMOHHUPOBAHHOTO JIOCTYTIA K TaHHBIM Ta0smi B/l ( 3ampeT ymaneHust CTpOK KIIMEHTOM IIK.11-14
Userl)
Tewma 6.4. KonupoBanue | Coneprxanue 2

Y TIEPEHOC JTAHHBIX.
Boccranosiienue

Coznanue pe3epBHBIX KON Bcel 0a3bl TaHHBIX, )KypHala TpaH3aKIIHii, a TAKKe OJTHOTO WIIN
HECKOJBKHX (haitsioB nim ¢aitnossix rpynm. [lapamienusm onepannii MOAUGUKAIIIN JTAHHBIX 1
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst 4acoB KoOMIeTermuii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4
JTAHHBIX KOIUPOBaHUsA. TUIIBI pe3epBHOTO KOMUPOBAHMS. Y IPABICHUE PE3EPBHBIMU KOIUSMH.
ABTOMAaTH3aIMs MMPOIIECCOB KOMUPOBaHMs. BocCTaHOBJIEHHE JTAaHHBIX
TeMaTuka NPaAKTHYECKHUX 3AHATHH 4
Aymut garsabix ¢ nomonipio cpencts CYBJ] PostgreSQL
Coznanue nporpaMMHBIX CPEAICTB JUIS PE3EPBHOTO KOMMMPOBAHMS U BOCCTAHOBIICHUS 0a3 OK.1-11
JTAHHBIX IIK.1.1-1.4
CamocTtosrenbpHas paboTta 2

KoHncynbranus

ITpomeskyTouHast aTTecTanus -OK3aMeH 5 ceMecTp

[TpumepHas TemMaTKa caMOCTOATENbHON padoThl pu uzydyenun MJIK.01.02:
Brinonnenue naaMBUyanbHOTO 3a1anus o TeMe «lIpoekTupoBanue HHPOIOTHUECKON MOJETH 0a3bl JaHHBIX).
Boinonnenue HHAMBUYaTbHOTO 33/1aHuA 10 TeMe «Hopmanuzanus OTHOIICHUI.

[Toaroroska pedeparoB Ha Temy «PasHoBugHOCTH coBpeMeHHbIX CY B/l u moanepxuBaeMbie UMU S3BIKH
nporpamMMmupoBanus » (koukpetHoit CYB/I).

Brinmonnenue nHAMBUIyanbHOTO 3a1aHus 1o TeMe «Co3nanue 6a3bl fanHbix. Co3znanue Tadmmil. Opranu3anus

MEKTAaOJIMYHBIX CBI3CH»

BrimonHeHne HHAMBUYaIbHOTO 331aHus 110 TeMe «OpraHu3aiys MHOTOCTYTIEHYAThIX 3alpOCOB Ha si3bike SQL».

Breimonnenue WHAUBUAYAJIBHOI'O 3aJIaHUA 110 TEMC «COS,Z[aHI/Ie IIOJIB30BATCIBCKOTO I/IHTep(l)eﬁca SA3BIKOBBIMHU CPCACTBAMU

Pythony.

SI3bIKOBBIE CPENICTBA AJISl CO3aHUS XPaHUMBIX Tporeayp. Pazdop cuHTakcruca XpaHUMBIX MPOIEAYp U TPUTTEPOB.
IToaroroska pedeparon o reme «Opranu3anusi 1 UCTIOJIH30BAHNE MEXAHU3MOB 3aIIUTHI 0a3bl JTAHHBIX).

[TpumMepHbIe BUBI CAMOCTOSTENBHBIX paboT MU U3yueHUH paszzaena | Moxyis

- CucreMarnueckas mpopaboTKa MaTeprajIoB MPE3EHTAIIMN K TeMaM YIEOHBIX 3aHSITHI, a TakKe YIeOHOU U CreluaaIbHOM
TEXHUYECKOH JIUTepaTypsl (110 BompocaM K naparpadam, riiaBaM y4eOHbIX TOCOOHIA, COCTaBIEHHBIM MPEToAaBaTeieM )

- HO}IFOTOBKa K OIPaKTUYCCKHUM 3aHATHAM C UCIIOJIB30BAHUEM MCTOANYICCKUX peKOMeHHaHI/II\/'I npenoaaBaTeiidi,
O(bOpMJ'ICHI/IC IMMPAKTUYCCKUX pa60T, OTYCTOB M HMX 3alluTa.
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HaumeHnoBanue
pa3aeyioB u TeM
npogdeccuoHaIbLHOr0
moayJs (ITM),
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1

Y4yeOHas npakTuka pasaena 1 moxyJs

Buner pabor:

— YcTaHOBKa IPOrpaMMHOr0 00ecrieueH sl B COOTBETCTBUU C TEXHUYECKOH TOKYMEHTalueH.

— Hacrpoiika napameTpoB paboThl IPOrpaMMHOT0 00eCreueH s, BKI0Yas CUCTEMbI yIIpaBiieHHs 0a3aMy TaHHbIX.

— Hacrpoiika KOMIIOHEHTOB MOJICCTEM 3aILUThl THPOPMALIMU ONEPALIOHHBIX CUCTEM.

— VYmpaBieHH€e y4ETHBIMU 3aMUCAMHU 110JIb30BaTENCH.

— Palora B onepanmoHHBIX CUCTEMAaX ¢ COOJIIOJICHHEM ACHCTBYIOIUX TPeOOBaHUI 110 3a1uTe HHPOPMALIUH.

— YcTraHoBKa OOHOBJIEHHS POrPAMMHOI0 00€CIIEUEHHUS.

— KoHTposb 1enocTHOCTH MOACUCTEM 3alUTH HH()OPMAIMH OTIEPAIIMOHHBIX CHCTEM.

— BeinonHeHue pe3epBHOro KONMUPOBAHUS U aBAPUIHOIO BOCCTAHOBJIEHUSI pab0TOCIIOCOOHOCTH ONEPAlUOHHOMN
CUCTEMBI 1 0a3bl TaHHBIX.

— Hcnonp3oBaHue NporpaMMHBIX CPEICTB sl IUGPOBaHMSI U apXUBUPOBAHUS HH(DOPMAIUH.

36

Pa3nes 2 moaysisi. AIMHUHHCTPHPOBAHNE ABTOMATH3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3aIIMIIECHHOM

HCITOJTHCHHU U

289

OK.1-11
[K.1.1-1.4

33 Teopusa+18 npakruyu + 2/13+2cp

2

M/IK.01.03 Ceru u cucremsbl nepenayu uHpopmanuu Acrpeus P.A.

53

Paznen 1. Teopust Te1€eKOMMYHUKALIMOHHBIX CETEH

OK.1-11
IIK.1.1-1.4

Tema 1.1. OcHOBHEBIE
MOHSITUS U OTIPEEICHUS

Conepxanmne

Knaccugukarus cucrem cBs3u. CooOmeHus ¥ CUTHANIBL. BUABI 3JIEKTPOHHBIX CUTHAJIOB.
CrnexTpanbHOe npeacTaBienrne curuaios. [lapamerpsl curnanos. O6beM U HHGOpPMaLIMOHHAS
€MKOCTbh CUTHaJIA.

OK.1-11
[K.1.1-1.4

Tewma 1.2. ITpuHIUIIBL
nepeaay uHpopMaImu

Conepxanue
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
B CETSX M CUCTEMax Hasnavenne u npuHIUIB opranu3anun ceteid. Kimaccudukanus cereit. MHOTOypOBHEBBIH
CBSI3HU nonaxof. [Iporokon. Uatepdeiic. Crek mpoTokosnoB. TenekoMMyHUKAIIMOHHAS Cpefa.
Tema 1.3. Tunossie Conepxanue
KaHajbl nepenaun u ux | Kanan nepenaun. CeTeBoii TpakT, FPYNIOBOM KaHa repenayu. Anmnaparypa uudpoBsix 4 OK.1-11
XapaKTepUCTUKU IJIE3UOXPOHHBIX CUCTEM Iepenadr. OCHOBHBIE TapaMeTPbl U XapaKTEPUCTUKHU CUTHAJIOB. IIK.1.1-1.4
YnporméHnas cxema opranu3anuu kaHaia TH
TemaTuka NpaKTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT
Pacuer nponyckHoil ciocoOHOCTH KaHaja CBsI3U 2
Pasznen 2. Cetn nepegaun gJaHHbIX
Tewma 2.1. Apxurektypa | ConepxaHue 4
Y IIPUHLHUIIBI pabOThI Crpykrypa u xapakrepucTuku cereid. CriocoObl KOMMYTalMU U MIEpeaaun JaHHbIX. OK.1-11
COBPEMEHHBIX CETEH Pacnpenenenue pyHKIui 0 cUcTEMaM CETH U aJpecaliys nakeTos. MapipyTu3zamus u IK.1.1-1.4
nepesadyn JaHHbIX yIpaBjieHUE OTOKAMH B CETSAX CBS3HU.
ITpoTokoIIbl ¥ UHTEPQENCH] yIIpaBlIeHUs] KaHAJIAMH U CEThIO epeaayy JaHHbIX.
TemaTuka NpaKTHYECKUX 3aHATHH M 1a00PaTOPHBIX padoT 12
Kongurypuposanue cereBoro nnrepgeiica paboueil craniuu
KondurypupoBanue cereBoro nutepgeiica Mapuipyruszaropa 1o nporoxorny IP
Koppekuust npo6iem nuTepdeiica Mapuipytuzaropa Ha GU3NYECKOM U KaHAJIbHOM YPOBHE
JluarHocTHka 1 pasperieHue npooyieM ceTeBOro ypoBHsI
JlnarHoctuka u paspenieHue npoodjaeM NpOTOKOJIOB TPAHCIIOPTHOTO YPOBHSI
JlnarHocTuka U pasperieHue npoodieM NpoTOKOJIOB MPUKIIAHOTO YPOBHS
Tema 2.2. Conepxxanue 2
BecnipoBoHBIE becnipoBoHbIe KaHambl cBsi3u. becripoBonubie cetn Wi-Fi. [IpenmymiecTBa u 001acth OK.1-11
CUCTEMBI IIepeaaun npuMeHeHns. OCHOBHBIE 3JIEeMEHTHI OeCIIPOBOIHBIX ceTeil. CTaHaapThl OECIPOBOAHBIX CETEH. TK.1.1-14
JTAHHBIX Texnonorusst WIMAX
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moayJas (IIM), CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst 4acoB KOMIeTeHIHii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
TeMaTuka NPaAaKTHYECKHUX 3aAHATHH U JIA0OPATOPHBIX padoT
Hactpoiika Wi-Fi mapmpyruszaropa
Tema 2.3. CoToBEIE U Coneprkanue
CIIyTHMKOBBIE CUCTEMBI | [IpuHImnIb! QyHKIMOHUpOBaHHS cUcTeM cOoTOBOM cBs3u. Ctanmaptel GSM u CDMA.
CIyTHHKOBBIE CUCTEMBI MIepejaun JaHHbIX.
Tema 2.4. Conep:xkanue
KananbHbI# ypOBEHB. HUcropust cosnanus Ethernet. Tunsr Ethernet. Knaccuueckuii u kommytupyemsiii Ethernet. OK.1-11
Texnonorus Ethernet. Kounenrparops Ethernet. IK.1.1-1.4
Tema 2.5. Conep:kanue
Ethernet. Meron [pocnymuBanue Hecyied yactorel. OOHapyxenue kosumsuid. Mogens CSMA/CD. OK.1-11
nocrtyna K paszzensiemor | Hemocratku kimaccuaeckoro Ethernet. K.1.1-1.4
cpene CSMA/CD
Tema 2.6. Conep:xanue
[Tpotokon STP Konbuesoe coenunenne kommyraropos. llInpokosemarensHelil ropM. [IyTs Mexay
KOMMYTaTOpaMH.
Mecto WiFi B monenu OSI. MudpacTyKTypHBIil U OJHOPAHTOBBIH PEKUMBI pAOOTHI.
Cranngaptsl pusndeckoro yposHs WiFi. WiFi ¢popmar kaapa.
Tema 2.7. Conep:xanue
WiFi Ha3znauenue cereBoro yposHs. Cepsuc. Anpecanus. Lllupokosemanue. MakcuManbHbIH OK.1-11
pasmep kaapa. Popmar kaapa. Arperanus ajgpecoB (mojacetn). O0beTMHEHNE ceTeil. HK.1.1-1.4
Mapupyruzanus.
Tema 2.8. Conep:xanue

CeTeBoii ypoBeHb ip

Hasnauenune cereBoro ypoBHs. CepBuc. Aapecanus. [llupokosemanue. MakcuMalibHBIN
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Haumenosanue
pa3aeyioB u TeM

OcBauBaemMble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem N
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4
azpeca pasmep kanapa. dopmar kanpa. Arperaius aapecon (nojacetun). O0beIMHEHUE CETEH.
Mapupyruzanus.

[IpumepHas TeMaTHKa CaMOCTOSATENbHOUW padoTsl pu u3ydeHnnn MJIK.01.03 OK.1-11
Hactpoiika Wi-Fi mapmpyrtuzaropa IIK.1.1-1.4
N3yueHue ceTeBbIX YTUIUT 2
Kondurypuposanue cereBoro nnrepgeiica
MapuipyTuzanus 1 yrpapjieHUe NOTOKAMU B CETAX CBA3HU
IIpomeskyTounas arrectauus mo M/IK.01.03 2¢ck 4¢- InddepennupoBannblii 3auer 2
uToro 53 2
MJIK.01.04 DkcnuyaTanusi aBTOMAaTU3MPOBAHHBIX (MH()OPMALMOHHBIX) CHCTEM B 3alllUIIIEHHOM MCTIOJIHEHUH 108
3 kypc 5 cemectp 964, u3 HuX 66T+30N3+2cp+4KoHc+6 Ik3amen —Penoros /1. B. 3
Paznen 1. PazpaboTka 3anuieHHbIX aBTOMATU3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM
Tema 1.1. OcHOBBI Conepxxanue
nH(OpMaAITMOHHBIX [TonsiTrie aBTOMATU3MpPOBAHHOMW (MHPOPMAIIMOHHOI) cucTeMbl OTinuuTeNnbHbIe yepThl AVIC giilﬂl .

CHCTEM KakK 00beKTa
3aIIATHL.

HauboJee YacTo UCMOJIb3yEeMbIX KiIaccu(uKaluii: mo mMacitady, B 3aBUCUMOCTH OT XapakTepa
MH(POPMALIMOHHBIX PECYPCOB, 110 TEXHOJIOIMH 00pabOTKHU JaHHBIX, IO CLIOCO0Y AOCTYNa, B
3aBUCHUMOCTH OT OpTaHM3allK CUCTEMBI, IO XapaKTepy UCIOJIb30BaHUs HH(pOpMalnu, 1o cepe
npumeHenus. [Ipumepsr o6nacreit npumenenust AVIC. Ipoueccst B AVC: BBo, 00paboTka,
BbIBOJI, 0OpaTHas cBs3b. TpedoBanus kK AIC: rubkocTh, HaIEKHOCTh, 3PPEKTUBHOCTD,
0€30aCHOCTb.

OcHoBHbBIE 0COOEHHOCTH COBpeMEHHBIX MPOeKTOB AVC. DIeKTpOHHBIN JOKYMEHTOOOO0POT.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.as (IIM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4acoB KOMIeTeHIHii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Paccmotpenue npumepoB GyHKIIMOHUPOBAHHS aBTOMaTU3UPOBAHHBIX HH(GOPMAIIMOHHBIX
cuctem (EI’AUC, Poccuiickas Toprosas CUCTEMa, aBTOMATH3UPOBaHHAs WHPOPMAITMOHHAS
CUCTEMa KOMITaHUN)
Tewma 1.2. Kuznennsiii | Coneprxanue
LIUKIT [Tonstue xuznennoro mukina AVC. Iporeccsl xu3HeHHoro nukiaa AVC: oCHOBHEIE, OK.1-11
ABTOMATHU3UPOBAHHBIX BCIIOMOTraTelibHble, Opranu3anuonnblie. Craguu sxu3HeHHoro 1ukia AVC: mogenuposanue, IIK.1.1-1.4
CUCTEM yrpaBieHue TpeOOBaHUSIMU, aHAIIU3 U IPOSKTUPOBAHKE, YCTAHOBKA M COMTPOBOXK/ICHHUE.
Monenu xxu3HenHoro mukna AUC.
3amauu U ATanbl IPOSKTUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM B 3aIIUIIICHHOM HCIIOJTHEHUU.
Metoponoruu npoektupoBanusi. Opranuzanys padoT, GyHKINHU 3aKa3YHKOB U pa3pabOTUHKOB.
TpebGoBaHus K aBTOMAaTU3UPOBAHHOM CHCTEME B 3alIUIIIEHHOM HCIIONMHEHUU. PaboThl Ha
CTa/IUSX M 3Talax Co3JaHus aBTOMAaTU3UPOBAHHBIX CUCTEM B 3aIMILEHHOM HCIIOJIHEHUU.
TpeboBaHus 10 3a1UTe CBEACHUH O CO3/IaBaeMOi aBTOMAaTU3UPOBAHHON CHCTEME.
TemaTuka NpaKTHYECKUX 3aHATHH M 1a00PaTOPHBIX padoT
Pa3paboTka TexHMUECKOTO 3aJ]aHKs Ha MPOEKTUPOBAHUE aBTOMATU3UPOBAHHON CHCTEMBI
Tema 1.3. Yrpo3ssl Copnepxanue
0€e30macHOCTH [ToreHnmanbHBIE YTPO3bI 0€30ITACHOCTH B aBTOMATU3UPOBAHHBIX cCUCTeMax. VICTOUHUKH 1 OK.1-11
uHpOpMalnu B 00BEKTHI BO3/IEHCTBHS yrpo3 6e3omacHocTH nHpopMmanuu. Kputepuu kinaccupukanuu yrpos. TK.1.1-14
ABTOMATHU3HPOBAHHBIX MeTo/1bl OIIEHKH OMAaCHOCTH yrpo3. baHk naHHBIX yrpo3 6€30nacHOCTH HHPOPMAaIUH
CUCTEMax [TonsiTHe ys3BuMocTH yrpo3sl. Kiaccuduxanus ysa3BUMOCTEN.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

KareropupoBanue nHQOpPMaIIMOHHBIX PECYPCOB

Ananu3 yrpo3 6€30nacHOCTH HHpOpMAalUu

HOCTpOCHI/IC MOJCIIN YTPO3
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
mony.as (IIM), CaMOCTOfITeIbHAsl padoTa 00y4armmMXxcst 4acoB KOMIeTeHIuik
MEKINCIUTLTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Tema 1.4. OcHOBHBIE Coneprkanue OK.1-11
MEpPBHI 3aIIUTHI [IK.1.1-1.4
uHpOpMaIUU B OpraHu3anroHHbIE, IPABOBbIE, TPOrPAMMHO-AIIAPATHBIC, KpUNITOrpadUIeCKUe, TEXHUICCKHE
ABTOMATH3UPOBAHHBIX MephbI 3alIUTH HH)OPMAIH B aBTOMAaTH3MPOBAHHBIX CHCTEMAX. 6
cucremMax HopmatuBHo-1ipaBoBas 0a3a ajisi OnpeesieH|s: Mep 3aiuThl HHQopMaIiu B 4
ABTOMATH3UPOBAHHBIX MH(POPMAITMOHHBIX CUCTEMAaX M TPEOOBAHUI K HUM 10
Tema 1.5. Cogepxxanue | Coneprxanue
U TOPSIIOK
skcruryaranuu AC B Wnentudukanus u ayreHTU(UKAIUS CyOBEKTOB JOCTYNA U 00BEKTOB AOCTYIIA. OK.1-11
3alUIIEHHOM YnpasieHue J0CTyIoM CyObEKTOB JIOCTYIA K 00bEKTaM JOCTYIIA. IIK.1.1-1.4
UCIIOJIHEHUH OrpannyeHne NporpaMMHON CPEIbI.

3ainuTa MalIMHHBIX HOCUTENeH nH(popMaluu

Peructpanus coOpiTuii 6€301MacHOCTH

AHTuBHpYcHas 3auuTa. OOHapyKeHHe TPU3HAKOB HAJTMYMSI BPEJOHOCHOTO TPOrPaMMHOTO
oOecnieuenus. Peanuzaius aHTUBUPYCHOM 3auThl. OOHOBJIEHHE 6a3 TaHHBIX IPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPAMM.

Oo6HnapysxeHue (mpeaoTBpalleHrne) BTOPKEHUN

KonTtpons (aHanmu3) 3alUIeHHOCTH HH(pOopMaIun
ObecnieueHue 11eI0CTHOCTH UH(POPMALIMOHHONW CUCTEMBI M HHPOpMAIUU
ObecneueHne JOCTYTHOCTH HH(OpMaIiu

Texnonoruu Buptyanuzanuu. Llens co3nanus. 3agaun, apxuTeKTypa U OCHOBHbBIE (DYHKIIMH.
IIpenmyiecTBa OT BHEIPEHUS.

3amnTa TEXHUYECKUX CPEJICTB.
3amuTa HHPOPMAITMOHHOMN CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEePeAadn TaHHbBIX
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
mony.as (IIM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MeKAMCHUIIHHAPHBIX
kypcos (M/IK)
1 2 3 4
Pe3epBHOE KOIMpPOBaHUE U BOCCTAHOBJIEHUE JaHHBIX.
ConpoBosx/ieHuE aBTOMAaTU3UPOBAHHBIX CUCTEM. YIIpaBI€HUE PUCKAMU U HHLUUJAEHTAMU
yIpaBiieHUs1 0€30MaCHOCTBIO.
Tema 1.6. 3amura Conepxanue
uHpopMaluu B MexaHu3MBbl 1 METO/IbI 3AIIUTHI HHPOPMALIUU B paclipe/ieIeHHbIX aBTOMATU3UPOBAHHBIX OK.1-11
pacnpeeeHHbIX cucreMax. ApXUTEKTypa MEXaHU3MOB 3aIIUTHI PACIIPEICIICHHBIX aBTOMAaTU3UPOBAHHBIX IIK.1.1-1.4
aBTOMAaTH3UPOBAHHbIX cucTeM. AHAJIU3 U CUHTE3 CTPYKTYPHBIX M (DYHKIIMOHAIBHBIX CXEM 3alUILEHHBIX
cUcTeMax ABTOMATH3UPOBAHHBIX HH(POPMALIMOHHBIX CHCTEM.
Tema 1.7. Ocobennoctu | Comeprkanue
pa3paboTKu OO6ume TpeGoBaHuUs MO 3alIUTE NEPCOHANBHBIX JaHHBIX. COCTaB U collepKaHKe OK.1-11
UH(POPMAIIMOHHBIX OpTraHU3aIMOHHBIX U TEXHUYECKUX MEp MO0 3alIUTe HHPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX IIK.1.1-1.4
CHCTEM MEPCOHANILHBIX | MaHHbIX. [Iopsiok BeIOOpa Mep Mo oOecredeHn o 6e30MacHOCTH MEePCOHATIBHBIX JaHHBIX.
JTAHHBIX TpebGoBaHMs 110 3aLUTE IEPCOHANBHBIX JJAHHBIX, B COOTBETCTBUU C YPOBHEM 3alllUIIIEHHOCTH.
TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT
Omnpenenenus yposHs 3auuienHocty MCITJIH u BpiGop Mep no obecrieueHnto 6e30macHOCTH
I1]1H.
Paznen 2.0kcmyaranus 3alUIIeHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM. 2
2

Tema 2.1. OcobenHoctT
IKCIITyaTaluu
aBTOMaTI/ISI/IpOBaHHI)IX
CHCTEM B 3aI[UIIEHHOM
HUCITIOJTHCHUHU.

Conepxxanne

AHanu3 nHGOPMAITMOHHON HHPPACTPYKTYPhl aBTOMATU3UPOBAHHON CHCTEMBI U €€
0€30I1aCHOCTH.

MeToabpl MOHUTOPHHTA U ay/INTA, BBISIBIECHUS YTP03 MH)OPMAIIMOHHON 6€30acHOCTH
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst 4acoB KoOMIeTermuii
MeKIMCUUIJIMHAPHBIX
kypcos (M/IK)
1 2 3 4
ABTOMATU3UPOBAHHBIX CUCTEM.
CopepxaHue U OPSIOK BBITOJHEHUS PadOT IO 3aIuTe HHPOPMAIUH IPU MOJICPHU3AINH
ABTOMAaTU3UPOBAHHOM CHCTEMBI B 3aIIUILIEHHOM UCIIOJTHEHUH
Tema 2.2. Coneprkanue
AZIMUHHCTPUPOBAHUE 3amaun v QYHKIIUK aJIMUHACTPUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. ABTOMATH3AIUS OK.1-11
aBTOMATHU3NPOBAHHBIX yhpasiieHHs ceTho. Opranu3anus aIMUHUCTPUPOBAHUSI aBTOMAaTU3UPOBAHHBIX CUCTEM. [IK.1.1-1.4
CUCTEM AJIMUHUCTPATUBHBIN IepcOHAN U paboTa ¢ MOJIb30BaTESIMU. Y IPaBJIEHUE, TECTUPOBAHUE U
JKCILTyaTalusi aBTOMAaTU3HUPOBAHHBIX CUCTEM. MeTOIbl, CIOCOOBI U CPENICTBA OOECTIeUeHUs
OTKa30yCTOMYHUBOCTH aBTOMATU3UPOBAHHBIX CUCTEM.
Tewma 2.3. Jlestrensaocts | Coneprxanue 6
nepcoHasa mno
SKCIUTyaTaLiH CopaeprxaHue 1 MOPSAAOK I€ATeIbHOCTH NEPCOHANIA IO SKCIUTYaTalluy 3allUIIEHHbIX lc')lﬁillll A
ABTOMATH3MPOBAHHBIX ABTOMATHU3UPOBAHHBIX CUCTEM M TOJICHCTEM 6e30naCHOCTv1/1 ABTOMATHU3UPOBAHHBIX CUCTEM. e
(HHGbOPMAITHOHHEIX) OO6mmue 00s3aHHOCTH aIMUHUCTpaTOpa HHGOPMAITMOHHOM 0e30MacHOCTH
CHCTeM B 3aleHHoM | ABTOMATH3UPOBAHHBIX CHCTEM.
HWCIIOHCHUU
Tewma 2.4. 3amura oT Conepxxanue
HECaHKIMOHUPOBAHHOTO | OcHOBHBIC MpUHIMIHI 3auThl 0T HC/I. OcHOBHBIEC crtocoOst HC/I. OCHOBHBIC HAITpaBJICHUS OK.1-11
nocryna kK uHpopmanuu | obecreuenust 3anuthl 0T HCJI. OCHOBHBIE XapaKTEPUCTUKNA TEXHUIECKUX CPEIICTB 3aIUTHI OT IIK.1.1-1.4
HCJI. Opranuzanus padot no 3amure ot HCJI.
Knaccudukanus aBroMaTu3npoBaHHBIX cucTeM. TpeboBanus mo 3amure nHpopmaruu ot HCJJ 5
s AC
Tpe6osanus 3amuneHHoctd CBT or HCJI x undopmanun
TpeboBaHMsI K CpeAICTBaM 3allUThI, 00ECIIEYHBAIOIINM 0€30IIaCHOe B3aMOJICHCTBHE ceTei 2
OBM, AC nocpeacTBoM yrnpaBieHUs] MEKCETEBBIMHU MMOTOKaMU HMHQOPMAIUH, U 6

pearn30BaHHbIX B Buae MO
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HaumeHnoBanue
pa3aeyioB u TeM
npogdeccuoHaIbLHOr0
moayJas (IIM),
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1

4

Tema 2.5. C3U ot HC/]

Coneprkanue

Hasnadyenue 1 OCHOBHBIE BO3MOXHOCTH CUCTEMBI 3aILUTHI OT HECAHKIIMOHUPOBAHHOIO
JocTyna. ApXUTEKTypa U cpecTBa ynpasieHus. O0uire npuHuunsl ynpasieHus. OCHOBHbIE
MEXaHU3MBbI 3alIUTHL. YTpaBieHue ycrporicTBaMu. KOHTposb anmapaTHOH KOH(GUTYpaiu
KomrbroTepa. M30upaTenbHoe pa3rpaHu4eHue J0CTyIa K yCTpOiCcTBaM.

YnpasieHue J0CTYIIOM B KOHTPOJIb TiedaTH KOoHpuaeHanbHoi nHpopmarun. [TpaBuna
paboThl ¢ KOH(pUIEHIIMATBHBIMU pecypcamu. HacTpolika MexaHu3Ma IoJIHOMOYHOTO
yIpaBiieHus 1octynoM. Hactpoiika peructpanuu cCOOBITHIA. YTIpaBiIeHHuEe PEKUMOM OTOKOB.
VYnpasieHue pexxMMOM KOHTPOJIS IIeyaTH KOH(PUIACHIIMATIbHBIX JOKYMEHTOB. YIIpaBICHHUE
rpudamMu KOHQUICHITMATLHOCTH.

ObecnieueHne 11eI0CTHOCTH HH(POPMAILIMOHHON CUCTEMBI M HHPOPMAITII

I{eHTpanu30BaHHOE YIIPABIECHNUE CUCTEMOM 3aIUThI, ONIEPATUBHBII MOHUTOPUHT U ayJAUT
0€30I1aCHOCTH

12

OK.1-11
IK.1.1-1.4

OK.1-11
[K.1.1-1.4

TemaTuka MpakTUYECKUX 3aHATUN U TAOOPATOPHBIX pabOT

Ycranoska u Hactporika C3U or HC/|

3amuTa BXoa B cucteMy (MAeHTU(UKAIMS U ayTeHTU(UKAIMSI T0JIb30BaTesei)

PasrpannueHue JocTymna K yCTpoicTBam

YrpasieHue 1ocTynom

Hcnons3oBaHue IIPUHTCPOB IJIA IICHATHU KOHCI)I/II[eHI_II/IaJ'IBHBIX JOKYMCHTOB. KOHTpOHB rncyaTtu

Hactpoiika cuctemsl 11 3a7a4 ayiura

HacTpoliika KOHTpOJIS HETOCTHOCTH Y 3aMKHYTOW MTPOTPAMMHOM CPEJIbI

[{enTpann3oBaHHOE yIPaBICHUE CUCTEMOMN 3aIIUTHI, ONIEPATUBHBIA MOHUTOPUHT U ayTUT
0€e30I1aCHOCTH

Tema 2.6.
DKcCIUTyaTalus CpeACTB

Conepxxanue

HOpH}IOK YCTAaHOBKH M BBOJIa B OKCILTyaTalluO CPEACTB 3alllUThI I/IH(l)OpMaI_II/II/I B
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIUCHUIITIHHAPHBIX
kypcos (M/IK)
1 2 3 4
3alIUThl UHPOPMALIUU B | KOMIIBIOTEPHBIX CETSIX.
KOMIIBIOTEPHBIX CETAX [TpUHIUIIBI OCHOBHBIX METOJIOB OPTaHU3AIUU U MTPOBEACHUS TEXHUUECKOTO 00CTYKHUBAHUS
BBIYUCIIUTEIbHON TEXHUKHU U APYTHMX TEXHUUECKUX CPEACTB HH(POpMATU3aLUU
JlnarHocTrka KOMIIOHEHTOB CUCTEM 3aIUThl HHPOPMAIIMK aBTOMAaTU3UPOBAHHBIX CUCTEM, OK.1-11
yCTpaHEHHUE OTKa30B U BOCCTAHOBJIEHHE PabOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX TK.1.1-1.4
(nH(OPMAITMOHHBIX) CHCTEM B 3aIIUIIIEHHOM HCIIOJHEHHH
HacTtpoiika 1 ycTpaHeHue HEMCIIPAaBHOCTH ITPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aILUTHI
WH(OPMALIUU B KOMITBIOTEPHBIX CETSX MO 33JaHHBIM MTPABHUIIAM
TemaTuka NpakTHUYECKUX 3aHATUH U 1a00paTOpHBIX paboT
YcTpaHeHne 0TKa30B M BOCCTaHOBIICHHE PA00TOCTIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3aIUTHI
UH(POPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM
Tema 2.7. Coneprkanue
JlokymeHTauis Ha OcHOBHBIE KCIITyaTa OK.1-11
SAIIHITIAEMYEO yaTallMOHHbIE J1OKYMEHTEI 3AIMIIEHHEIX aBTOMATH3HPOBAHHBIX CHCTEM. e
ABTOMATHAADOBAHHYIO Pa3paboTka 1 BeieHNE SKCITyaTallMOHHON JOKYMEHTAIMH 3alllUIIeHHbIX el
o ABTOMATH3HPOBAHHBIX CHCTEM. AKT BBOJIa B 3KCIUIyaTallMIO HA aBTOMaTU3UPOBAHHYIO CUCTEMY.
TexHUuyecKkui nacnopT Ha 3alIMIAEMYI0 AaBTOMAaTU3UPOBAHHYIO CUCTEMY.
TemaTuka NpakTHUYECKUX 3aHATUH U 1a00paTOPHBIX paboT
OdopmieHre OCHOBHBIX SKCILTyaTallMOHHBIX JOKYMEHTOB Ha aBTOMaTU3UPOBAHHYIO CUCTEMY.
[IpumepHas TemaTtnka camocToaTeabHOU padoTs! pu n3ydennn MJIK.01.04
1. Pa3paboTka KOHLENIMK 33U Thl AaBTOMAaTU3UPOBAHHOM (MH(POPMALIMOHHOM) CHCTEMBI
2. Ananu3 6aHKa JaHHBIX YIpo3 O6e30macHoCTH HH(pOpMaluu
3. Ananus xxypHana ayauta OC Ha pabodyeM mecte 2

4. IlocTpoeHne CBOAHON MaTPHULIbl YTPO3 aBTOMAaTU3UPOBAaHHON (MHPOPMAIIMOHHO) CUCTEMBI
5. AHanu3 noNMUTHK 6€30MacHOCTH MH(POPMAITMOHHOTO 00BEKTa
6. 3yuenne aHaTUTHIECKUX 0030pOB B 00JIACTH OCTPOCHUS CUCTEM OE30MTaCHOCTH
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Haumenosanue
pa3iesioB U TeM
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem g:e';:l::;m’le
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIUCHUIITIHHAPHBIX
kypcos (M/IK)
1 2 3 4
7. AHanu3 NporpaMMHOro ooecredyeHus B 00J1aCTH ONpeeIeHNs PUCKOB MH()OPMAIIMOHHON 0€30I1aCHOCTH U
IPOCKTHPOBAHHUS 0€300aCHOCTH MH(POPMAITUU
KoncyabTanus 4
IIpomexyrounas arrectauus no MJIK.01.04 3k Sc- 3x3amen 6 2
MJ/IK.01.05. DkcnuryaTanusi KOMIBIOTEPHBIX ceTel 157
3k 6¢- 921+591m3+2cp+2k=2/13 2
Pasnen 1. OcHOBBI Iepeiauy NJaHHBIX B KOMIIBIOTEPHBIX CETAX
Tewma 1.1. Conepxanue 2
Moaenu cereBoro Mopenb OSI. Yposau monenu OSI. B3aumoneiictBue Mexy ypoBHAMU. MHKancynsuus OK.1-11
B3aUMOIEHCTBUSA nanHbiX. Onucanne ypoHeit monenu OSI. [IK.1.1-1.4
Mogens u crek nporokosos TCP/IP. Onucanue yposueit monenu TCP/IP.
TemaTuka NpakTHYECKUX 3aHATHI M J1a0OPATOPHBIX padoT 2
N3yueHue 351eMeHTOB KaOeIbHON CHUCTEMBI.
Tema 1.2. Conepxxanue
®u3nuecKkuil ypoBeHb ITonsiTve nuHMM K KaHaza cBsi3u. Curnaibl. OCHOBHBIE XapaKTEPUCTUKH KaHAJIA CBSI3H. 2
monenu OSI MeTo/1bI COBMECTHOTO HUCITOJIB30BAHUSI CPEIbI TEpeIaul KaHaia CBA3H. MyJIbTUIIIIEKCUPOBAHNE OK.1-11
Y METOJbI MHOKECTBEHHOI'O JOCTYTIA. IIK.1.1-1.4
OnTOBOJOKOHHBIE TMHUU CBSI3U
Cranpaptsl kaleneil. DieKkTpuyeckas IpoBOJIKA.
becnipoBoaHas cpena nepenaydn.
TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT 2

Coznlanue ceTeBoro kabels Ha OCHOBE HeaKkpaHupoBaHHOM BuTo napsl (UTP)

CBapKa OIITUYCCKOI'O BOJIOKHA
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4

Tema 1.3. Coneprkanue

Tomnonorus [Tonsitue Tononoruu cetu. CereBoe 06opynoBanue B Tonojaoruu. O630p CETEBBIX TOMOJIOTHIA.

KOMIIBIOTEPHBIX CETEH TeMaTuKka NPAKTHYECKHUX 3aAHATHH U JIa0OPATOPHBIX padoT
Pa3paboTtka Tonosoru cetu HeOOIBIIOT0 NPEANPUATHUS
IlocTpoeHne OTHOPAaHIOBOU CETH

Tema 1.4. Coneprkanue

Texnonoruu Ethernet 00630p TEXHOJIOTUH MOCTPOCHUS JIOKAIBHBIX CETEH. OK.1-11
Texnonorus Ethernet. ®u3nueckuil ypoBeHb. IIK.1.1-1.4
Texnonorust Ethernet. KananbHblil ypoBeHb
TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA00OPATOPHBIX padoT
W3ydenne agpecanuu kasaibHoro yposHs. MAC-anpeca.

Tewma 1.5. Texnonorun | Conepxanue

KOMMYTalluu AnropuT™ Mpo3payHoro Mocta. Metopl KoMMyTaluu. TeXHOIOrHH KOMMYTallul U MOJIENb OK.1-11
OSlL. [K.1.1-1.4
KoHcTpykTHBHOE HcIIONHEHHE KOMMYTaTOpoB. du3ndeckoe CTEKHPOBaHNE KOMMYTAaTOPOB.
ITporpamMHOe o0ecrieueHre KOMMYTaTOPOB.
OO61111e TPUHILIKIIBI CETEBOTO u3aiiHa. TpexypoBHeBas MepapXudeckas MOJeNb CeTH
Texnonorust PoweroverEthernet
TemaTuka NpakTHYECKUX 3aHATHI M J1a0OPATOPHBIX padoT
Coztanne KOMMYTUPYEMOU CETH

Tema 1.6. CereBoii Conepxxanue

npotokou [Pv4 CereBoii ypoBeHs. [Iporoxon IP Bepcuu 4. O0mme GyHKINN KITaCCOBOM B OECKIIACCOBOMA l(_)éillll .

anpecaunu. Brienenue aapecos.

Mapmpyruzanus nakeros [Pv4
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs 4yacos KoOMIeTermuii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4

[TpoToKoJbl TUHAMUYECKON MapIpyTH3AUU
TeMaTHKa NPaAKTHYECKUX 3aHATHI U J1a0OPaTOPHBIX padoT
N3yuenne [P-agpecanum.

Tema 1.7. Ckopocthbie | ConepxaHue

1 GecrpoBoAHbIe ceTH | Cern FDDI. Cers 100VG-AnyLAN OK.1-11
CBepXBBICOKOCKOPOCTHBIE CETU IK.1.1-1.4
becnipoBoaHbIe ceTn
TemaTuka NpaKTHYeCKUX 3aHATHI M J1a00PATOPHBIX padoT
HacTtpoiika 6ecripoBoJHOTO CETEBOr0 000PYI0BaHUS

Paznen 2. TexHonmoruu KOMMYTAIlMU M MaplIpyTU3allK coBpeMeHHbIX ceTeil Ethernet

Tema 2.1. Conepxanue

OcHOBBI KOMMYyTalUU @DYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKAJIbHON CETH. APXUTEKTypa KOMMYTaTOpPOB. THIIBI OK.1-11
uHTEp(PeicoB KOMMYTAaTOPOB. IIK.1.1-1.4
Y1paBiieHr€ TOTOKOM B MOJTYAYIJIEKCHOM U OYIJIEKCHOM PEXXHMAX.
XapaKkTepUCTUKH, BIUAIOIINE Ha TPOU3BOIUTENILHOCTh KOMMYyTaTOopoB. O030p
(YHKIIMOHAJIBHBIX BO3MOXHOCTEH KOMMYTaTOPOB
TemaTuka NpaKTHYECKUX 3aHATHH M 1a0OPATOPHBIX padoT
PaboTta ¢ 0CHOBHBIMM KOMaHJaMl KOMMYTaTOpa.

Tema 2.2. Conepxxanue

Hauvanbnasg nactpoiika | Cpezacra ympaBieHHss KOMMyTaTopaMu. [loaximroueHrne K KOHCOIH HHTepdeiica KOMaHIHOH OK.1-11

KOMMYTaTopa cTpoku kommyratopa. [logkmrouenue k Web-unrepdelicy ynpasieHuss KOMMyTaTopa. IIK.1.1-1.4

HauanpHas koHGUrypauus KoMMyTaTropa. 3arpy3ka HOBOro mporpaMMHOr0 oOecreueHus: Ha
KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOMMPOBaHNE KOH(UTYpaIlUi KOMMYTATOpa.

TemaTnka NpakTHYeCKUX 3aHATHH M J1a00PATOPHBIX padoT
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Haumenosanue
pa3aeyioB u TeM

OcBauBaemMble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem N
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Komanpl 00HOBIIEHHS IPOrPaMMHOTO 0OecTiedyeHIs] KOMMYTaTopa U
COXPaHEHHsI/BOCCTAHOBIICHHS KOH(MUTYPAIIMOHHBIX (paiioB
Komannp! ynipaBnenus tabnuiamu kommytaruu MAC- u [P-agpecoB, ARP-TaGimimb
Tewma 2.3. Conepxanue
BuptyanbHbie Tunst VLAN. VLAN na ocHose noptoB. VLAN Ha ocnoBe ctannapta IEEE 802.1Q. OK.1-11
JIOKAJILHBIC CETU Crarnueckue n nunamudeckue VLAN. [Tporokonr GVRP. [IK.1.1-1.4
(VLAN) Q-in-Q VLAN. VLAN Ha ocHOBe OpTOB ¥ IpoToKoJioB — ctanaapt IEEE 802.1v. ®yHkuums
TrafficSegmentation
TemaTnka NPpaKTHYECKHUX 3aHATHH M J1a00PATOPHBIX padoT
Hacrtpoiika VLAN na ocHoBe cranaapta IEEE 802.1Q
Hactpoiika nporokona GVRP.
Hactpoiika cermenTanuu tpaduka 6e3 ucnonbzoBanusi VLAN
Hacrpoiika ¢pyraximm Q-in-Q (Double VLAN).
CamocrosrenbHas padora o coznanuto JIBC Ha ocHoBe crannapra IEEE 802.1Q.
Tema 2.4. Conepxxanue
@ynxunn nossimenus | [Iporokon Spanning Tree Protocol (STP). Ys3pumocTu npotokoia STP. 191§}1111 .

HaACKHOCTH U
MMPONU3BOAUTCIIBHOCTHU

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJ'IHI/ITCJ'II)HBIG (I)YHKI_II/II/I 3alllUTHI OT IICTCIIb. ArpeerOBaHHe KaHaJIOB CBA3MH.

TemaTnka NpakTHYeCKHUX 3aHATHH U J1a00PATOPHBIX padoT

Hactpoiika npotokosnos cas3yromero aepesa STP, RSTP, MSTP.

HacTtpoiika ¢pyHkuu 3amuTsl ot oopasoBanus neresnb LoopBackDetection

ArperupoBaHue KaHaJOB.

Tema 2.5.
Anpecaliusi CeTeBOro
YPOBHS U

Conepxxanue

0O0630p anpecaruu cereBoro ypoBHs. opmupoBanue nojcerei. beckimaccosas anpecarus [Pv4.

Crioco6s1 koHpuryparun [Pv4-anpeca.
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HaumeHnoBanue
pa3aeyioB u TeM
npogdeccuoHaIbLHOr0
moayJs (ITM),
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1

2

MapIIpyTH3alus

[Tporokon IPv6. ®opmupoBanue uaeHTUUKaTOpa HHTEpdEHca.
Crioco6s1 koH(puryparun [Pv6-anpeca.

[Tnanuposanue noacerei IPv6. ITpotokon NDP.

[TonsiTe MapipyTuzanuy. JMCTaHIMOHHO-BEKTOPHBIE IPOTOKOJIBI MapUIPYyTH3ALUH.
IIporokon RIP.

TemaTnka NpakTHYeCKUX 3aHATHH M J1a00PaATOPHBIX padoT

OcHoBHbBIE KOHOUTYpALUK MaPIIPYTU3ATOPA.

PacmmpenHbie KOHGHUTypayu MapuIpyTu3aTopa.

Pa6ora ¢ mpotokonom CDP.

Pabora ¢ nporokonom TELNET. Pabota ¢ nporokosom TFTP.

Pa6ota ¢ npotokosiom RIP.

Pa6ora ¢ mporokonom OSPF.

Kongurypuposanue ynkuuu mapupyruzaropa NAT/PAT.

Kondurypuposauue PPP u CHAP.

Tema 2.6.
KauectBO
obciyxuBanus (QoS)

Conepxxanue

Mopnenn QoS. Ilpuopurezanus nakero. Knaccuduxanus naketos. MapkupoBKa MakeToB.

VYrpasnenue neperpy3kamu 1 MEXaHU3MbI OOCTY)KUBaHHS ouepeneil. MexaHusm
npeaoTBpanieHus neperpy3ok. Kontposs nonocel nponyckanus. Ilpumep vactpoiiku QoS.

OK.1-11
IIK.1.1-1.4

TemaTnka NpakTH4YeCKHUX 3aHATHH U J1a00PATOPHBIX padoT

Hactpoiika QoS. Ilpuoputnszanus tpaduka. YnpasieHre N0J0COH MPONyCKaHUS

Tema 2.7.

OyHKIIH 00ecTeueHus
0€e30MacHOCTH U
OTpaHHYEHUS JOCTYIIA K
cetn

Conepxanne

Criucku ynpasienus gocTynoM (ACL). @yHKINUU KOHTPOJIS Ha/l MOJIKIIOYEHUEM Y3JI0B K
opTaM KOMMYTaTopa.

Ayrentuduxanus noas3opareneit 802.1x. 802.1x Guest VLAN. @yuxiuu 3ammrtsl HITY
KOMMYTAaTopa.

OK.1-11
[K.1.1-1.4
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Haumenosanue
pa3aeyioB u TeM

OcBanBaemble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem N
moay.Js (IIM), CaMOCTOfITeIbHAsA padoTa o0y4arommxcs 4acoB KOMIeTeHIHii
MEKIUCHUIITIHHAPHBIX
kypcos (M/IK)
1 2 3 4
TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIA0OPATOPHBIX padoT
Crmckn ynpapneHus goctynom (AccessControlList)
KoHTposb Haj OAKIIIOYEHHEM y3J10B K nopTaM kommyTaropa. @ynkuus PortSecurity.
KoHTpoJIb HaJl MOJKIIFOYCHUEM y3JI0B K Toptam Kommytatopa. @ynkuus IP-MAC-Port Binding
Tema 2.8. Coneprkanue
MHoroaapecHas Anpecanust MHOoroaapecHoi IP-pacceuikn. MAC-anpeca rpynnoBoi pacChlIKH.
pacchbuika [Tonnucka n oOcinykuBaHUE TPyNI. YIIpaBJIeHUE MHOT0APECHON pacChIJIKOM Ha 2-M YpOBHE OK.1-11
mojienu OSI (IGMP Snooping). @ynkius IGMP FastLeave. IIK.1.1-1.4
TemaTuka NpaKTHYeCKUX 3aHATHI M J1a0OPATOPHBIX padoT
OtcaexxnuBanue Tpaduka MHOr0apECHON paCcChUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 2.9. Conepxanune
OyHKINH yIIPABICHUS VYpasieHne MHOKECTBOM KOMMYTaTtopoB. IIpotokon SNMP.
KOMMYyTaTopamMmn RMON (Remote Monitoring). ®ynkuus Port Mirroring.
TemaTuka NpakTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT
QDyYHKIIMYU aHAIN3a CETEBOTO TpaduKa.
Hacrpoiika nporokosa ynpasiaeHus tonosoruen cetu LLDP.
Pa3nes 3. MexcereBble JKpPaHbI
Tewma 3.1. Conepxxanue
OCHOBHBIE IPUHIIUIIBI Knaccudukanus cereBbix arak. Tpuana 6e3onacHoit UT-undpacTpyKTyphl.
CO3MAHUS HAJlCKHOH U ["yypapienne KOH(UIypaumsaMy. YIIpaBIcHHE HHLIMACHTaMH. ICIIONB30BaHNAE TPEThEH OK.I-11
6e3omacuoi UT- MK.1.1-1.4

UHPPACTPYKTYPHI

JoBepeHHoM cTopoHbl. Kpunrorpaduyeckue MexaHu3Mbl 0€30M1aCHOCTH.

Tema 3.2.

Coneprxanue
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
mony.as (IIM), CaMOCTOfITeIbHAsl padoTa 00y4armmMXxcst 4acoB KOMIeTeHIuik
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
MesxceTeBble SKpaHbI TexHonoruu MexcereBbiX 3kpaHoB. [lonuTruka MexceTeBoro sKkpaHa. MexceTeBble SKPaHbI C
BO3MOXKHOCTSIMU NAT.
Tomonorus ceTu npu UCHOJIB30BaHUU MEXKCETEBbIX SKpaHoB. [I1annpoBanue u BHepEeHNE OK.1-11
MEJKCETEBOI'0 DKpaHa. IIK.1.1-14
TeMaTuka NPaAaKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX padoT
OCHOBBI aIMUHUCTPUPOBAHHS MEKCETEBOTO IKpPaHa
CoenmHeHHE IBYX JIOKAIBHBIX CETEH MEKCETEBBIMH YKPaHAMU
Coz/tanue NoJaUTUKKN 0€3 MPOBEPKU COCTOSHUS.
Coznanue MOIUTUK 71 TpaAuMOHHOTO (Min ucxozsmero) NAT.
Co3znanne monutuk s neyHarnpasieHHoro (Two-Way) NAT, ucnionb3ys meron pinholing
Tema 3.3. Coneprkanue
Cucremsl o0Hapyxenus | OcHoBHoe HazHaueHune IDPS. Crioco0s! knaccudukanuu IDPS. Beioop IDPS. 19151_1111 A

U IpCAOTBPAILICHU A

I[OHOJ'IHI/ITCJ'H)HBIG HHCTPYMCHTAJILHBIC CPCACTBA.

IPOHUKHOBEHUI TpeboBanus opranuzanuu K pyakuuonuposanuio IDPS. Bosmoxunoctu IDPS. Pa3septoiBanue
IDPS. CunbHble CTOPOHBI M orpanndeHHOCTh [IDPS.
TemaTuka NpakTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT
OOGHapyXeHue U MpeA0TBpaIIeHUE BTOP>KEHUM.
Tewma 3.4. Conepxxanue
[Ipuopurtuzanus Coz/lanue aJbTepHAaTUBHBIX MaplIpyTOB JocTyna B uHTepHeT. [Ipnoputnzanus tpaduka.
TpadHKa U CO31aHne TemaTnka NPaKTHYeCKHUX 3aHATHH M J1a00PATOPHBIX padoT
AJIPTCPHATUBHBIX Co3nanne aTbTepHATUBHBIX MapIIPYTOB C UCIOJIB30BAHUEM CTaTUYECKON MapIIpyTU3aLHH
MapLIpyTOB

Pa3znen 4. JlonoiHUTEIbHBIE TEMBI

Tema 4.1.

Conep:xanue
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Haumenosanue
pa3aeyioB u TeM

OcBanBaemble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem CMEHTE
moxayJisi (IIM), caMoCTOsITeTbHasi Pa6oTa 00y4YarOUINXCS 4acoB KOMIeTeHIuik
MEKINCIUTLTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Web coketsl Web cokeTsl. /[ByHanpaBieHHOE MMOCTOSHHOE COCIMHEHHE MEKIY KIMEHTOM U cepBepoM. RFC OK.1-11
6455 I[K.1.1-1.4
TemMaTnka NpaKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT
[Tpaktuka Web cokersr B Wireshark.
Tema 4.2. Conep:xanue
Hepapxuyeckas MarwuctpanbHast 001acTh. [ paHHYHbIC MAPIIPYTU3aTOPhl. ABTOHOMHAS CHCTEMA. OK.1-11
MapupyTH3anus IK.1.1-1.4
Tema 4.3. Conep:xanue
ITpotoxosn NDP. [Tpotokosn NDP. IIporiecc SLAAC. @opmar coobmiennii NDP.
Tema 4.4. Conep:kanue OK.1-11
K.1.1-1.4
ITpotokon BGP
BexTop nmyru. [Tonutuky mapmpytuzanuy. BHemHsss MmappyTusamusi.
Tema 4.5. lllupposanue | Conepxanue
B KOMIIBIOTCPHBIX CCTAX. | % orrr-pynximn. OHoCTOpOHHHE (yHKIMK mHdpoBanus. [TpoBepKa HeTOCTHOCTH. OK.1-11
[K.1.1-1.4
Tema 4.6. Texnonorun | Comep:kaHue
ayTeHTH(QUKAIMA 1 daxTopbl ayTeHTU(GUKALMK YeT0BKa. AyTeHTU(DUKALUs Ha OCHOBE mapoiieil. Ctporast OK.1-11
. IK.1.1-1.4
YHPaBJICHHIA I0CTYIIOM ayreHTU(uKanus B nporokoiae CHAP. AyreHnTudukanus Ha OCHOBE anmnapaTHbIX
ayTeHTH()HUKATOPOB.
Tema 4.7. Copepxanue
Ayrentudukaius B OC | Baapmmas ayrentudukarus kimenTa i cepsepa. Cucrema Kerberos. OK.1-11
cemeiicra Unix. MK.1.1-1.4
ITpoTokon SSH.
Tema 4.8. Conep:xanue
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
mony.as (IIM), CaMOCTOfITeIbHAsl padoTa 00y4armmMXxcst 4acoB KOMIeTeHIuik
MEKINCIUTLTHHAPHBIX
kypcos (M/IK)

1 2 3 4
TexHonoruu Bunsr punsrpannu. Hecrangapraas mapumpyruzanus. CTanIapTHbIC U TOTIOTHUTEIbHBIE OK.1-11
0e30MacHOCTH Ha npaBuia GpuiabTpanuu Mampytuzaropos Cisco. fK.1.1-1.4
OCHOBE (hUIIBTpaAUU
Tpaduka.

Tema 4.9. Conep:xkanue

TexHnonoruu Momnwurtopusr Tpaduka. AHaau3aTopbl MpoTokooB. Crucrema MmoHuTopunra NetFlow. OK.1-11
0€30IaCHOCTH Ha [IK1.1-1.4
OCHOBE MOHHUTOPHHTA

Tpaduka

Tema 4.10. Conep:xanue

APXHUTEKTYpa CeTH C Aynut cobbITHI 6E30MaCHOCTH. OK.I-11
3allIUTON IepUMeTpa U IK.1.1-1.4
pasaeneHueM

BHYTPEHHUX 30H.

Tema 4.11. Conep:xanue

ATaku Ha

TPAHCIIOPTHYIO TCP — araku. 3aromienue SYN-nakeramu. Criydusr ip- agpecoB. Copoc TCP coenuneHusI. 19[§}1111 A
MH(PACTPYKTYPY CETH. o
Tema 4.12. Conep:xanue

ICMP ataxu. ICMP araka Smurf. Ping-3aTomnenue. OK.I-11
IIepenamnpasnenue MK.1.1-1.4
Tpaduka.

Tema 4.13. Conep:xanue

IP ataku Araku Ha IP-onmuu. IP aTaka Ha gparmenTanuio.
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Haumenosanue
pa3aeyioB u TeM

OcBauBaemMble
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem CMEHTE
moayJas (IIM), CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst 4acoB KOMIeTeHIHii
MEeKIUCHUTITTHHAPHBIX
kypcos (M/IK)
1 2 3 4
Tema 4.14. Conep:xanue
Ceresas passeaka. Cxanupoanue cetu. Ckanuposanue nopros. Ataku Ha DNS. DNS-ciygdunr. Otpasnenue OK.1-11
3anauu u MK.1.1-1.4
. | koma DNS. Ataku Ha kopHeBsie DNS cepBepsi.
Pa3HOBUAHOCTH CETEBOM
pa3BelKU
Tema 4.15. Conep:xanue
besonacHocts VYA3BUMOCTH ¥ MHIIUICHTHI poToKkoja BGP. MaHumynsiuu ¢ MapiipyTHBIMA OObSIBIICHHSIMH. OK.1-11
IIK.1.1-1.4

MapIIpyTU3aluU Ha
ocuose BGP

IIpumepHas TeMaTika camMocTosiTe1bHON padoTsl npu n3yuyennu MJ/IK.01.05
Ouznyeckoe KOJUPOBAHUE C UCIIOJIb30BAHUEM MaHUYECTEPCKOTO KOJa
Jlormdeckoe KOAMPOBAHHUE C UCIIOJIB30BaHUEM CKPEMOIMPOBAHUS
[ToaxiroueHue KIMeHTa K 6eCpOBOIHON CETH B MH(PPACTPYKTYPHOM PEXUME
Oruenka 6ecripoOBOAHOM JTUHUU CBSI3U

[TpoexTupoBanus OECIIPOBOIHOM ceTH

Coop uHpOopMaIHK O KIIMEHTCKUX YCTPOHUCTBAX

[TnanupoBaHue NPOU3BOIUTEILHOCTH U 30HBI JIeHCTBUS OECIIPOBOIHON CeTH
[IpeanpoexkTHOE 00CIIEIOBaHNE MECTa YCTAHOBKU OECITPOBOTHOM CETH
ObecneueHne 0TKa30yCTOHYNBOCTH B OECIIPOBOIHBIX CETAX

Pexxumbl paOoTh! M OpraHu3anys MUTaHUS TOYEK J10CTyIa

CermenTanus 6ecripoBOIHOM ceTH

Hacrpoiika QoS

HOCTHpOCKTHOC OGCJ’ICI{OB&HI/Ie " TCCTUPOBAHUC CCTU

Coznanne ACL-cnincka

Habmonenue 3a tpaguxom B cetu VLAN
OrnpezenieHne ysI3BUMBIX MECT CETH
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Haumenosanue
pa3aeyioB u TeM

npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS, Oo0bem gfe';?:l::;m’le
moayJs (ITM), CaMOCTOSITe/IbHAS padoTa 00yUyarouuxcst 4acoB KoOMIeTermuii
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)
1 2 3 4

Peanuzanus ¢pyHkiuii odecrieyeHus: 6e30MacHOCTH MOpPTa KOMMYTaTopa
UccnenoBanue tpaduka

Co3nanue CTpyKTypbl CETH OpraHU3aluu

Omnpenenenne TEXHUYECKUX TPEOOBaHUIA

MOHUTOPUHT TPOU3BOAUTEILHOCTH CETH

Coznanue nuarpaMMbl JJOTHYECKON CETH

[TonroroBka k 06cne0BaHNIO0 00BEKTA

OO0cnenoBanue 30HbI OECITPOBOIHOM CBSA3U

DopMyTUpOBKa O0IIKX Heei MpoeKTa

Pazpabotka TpeboBaHui K ceTn

AHanu3 CynecTBYIOLIEH CETH

Onpenenenne XxapakTepUCTUK CETEBBIX MPUIOKEHUN

Amnanu3 ceteBoro Tpaduka

Omnpenenenne NpUOPUTETHOCTH Tpauka

N3yueHne kauecTBa 0OCITy>KUBAHUS CETH

UccnenoBanue BiusHus BUgeoTpaduKa Ha CETh

Omnpenenenye NOTOKOB Tpauka, IOCTPOSHUE TUarpaMM MOTOKOB Tpaduka
[IprMeHeHne MPOEKTHBIX OrPAHUYECHHAN

OnpeneneHye NPOEKTHBIX CTPATETHH I JOCTHXKEHHS MacIITaOUpyeMOCTH
Omnpenenenne cTpaTeruil MoBbILIEHUS JOCTYITHOCTH

Onpenenenue TpebOBaHU K obecrieueHNI0 0€30MacHOCTH

Pazpaborka ACL-cniuckoB [j1st peanu3anuy HabopoB MPaBHII MEKCETEBOT0 dKpaHa
HUcnons3osanne CIDR g obecnieuenns 00beIMHEHHS] MAapLIPYTOB
Onpenenenne cxemsl [P-agpecanun

Onpenenenne konuuectBa [P-ceteit

Coznanue TaOiIuIIbI 715 BBIJIEICHUS aJpEecoB

CocraBiieHHE CXEMBI CETH
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HaumeHnoBanue
pa3iesioB U TeM
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
moayJs (ITM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1 2

AHanu3 11aHa TECTUPOBAHUSA U BBIIIOJHEHUE TeCTa
Co3naHue m1aHa TECTUPOBAHUS Ul CETH KOMILIEKCa 31aHui
[TpoexTrpoBaHne BUPTYaIbHbBIX YACTHBIX CETEH

be3onacHas nepenaya JaHHBIX B OECIIPOBOJAHBIX CETAX

[Ipomexxyrounas arrecranus no MJIK.01.05 6cemectp- AnddepeHunpoBaHHblii 3a4eT

Y4yeOHas npakTHKA pa3aesia 2 MOayJis

Bunet pabot

[TpoBenenue ayaura 3alUIEHHOCTH aBTOMATH3UPOBAHHOM CHCTEMBI.

VYcraHoBKa, HACTPOMKA U SKCILTyaTallHsl CETEBBIX OMEPALMOHHBIX CUCTEM.

JlnarHocTuka COCTOSIHUSI TOACUCTEM O€30MaCHOCTH, KOHTPOJIb HarPy3KH U PEKUMOB pabOThI CETEBOM OIepaIiiOHHOM
CHUCTEMBI.

Opranuzanus paboT ¢ yaJeHHbIMU XPAaHIIUIAMH JTAHHBIX U 0a3aMU JaHHbBIX.

Opranu3anus 3alUIIeHHON TIepeiadn JaHHBIX B KOMITBIOTEPHBIX CETSX.

BrinonHenue MOHTaka KOMITBIOTEPHBIX CETel, OpraHu3aiisl 1 KOH(PUTypupoBaHUEe KOMIIBIOTEPHBIX CETEH, YCTaHOBIICHHE
Y HACTPOWKa apaMeTPOB COBPEMEHHBIX CETEBBIX MPOTOKOJIOB.

Ocy1ecTBiIeHne JUArHOCTUKN KOMITBIOTEPHBIX CETEM, OnpeieNieHue HeucpaBHOCTe! U cO0EB MOCUCTEMBI 0€30MacCHOCTH
Y yCTPAHEHUE HEHUCIIPABHOCTEN.

3anoiHeHne OTYETHON JOKYMEHTAIIMH 110 TEXHUYECKOMY 00CITYKHBAHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.

72

IIpon3BoaCcTBEHHAS MPAKTHKA

Bunst pabort:

VYyacTue B yCTaHOBKE U HACTPOUKE KOMIIOHEHTOB aBTOMATH3WPOBAHHBIX (MH()OPMAITMOHHBIX) CUCTEM B 3aIUIIICHHOM
HCTIOJTHEHUH B COOTBETCTBHH C TPEOOBAHMSIMH IKCILTyaTAllMOHHON JOKYMEHTAINH

OO0cmyXuBaHKE CPEJCTB 3AMUTH HHGOPMAITUN TPUKIATHOTO U CHCTEMHOTO MTPOTPAMMHOTO 00€CTICUeHHUSI

Hactpoiika mporpaMMHOTro obecreueHus ¢ coooieHneM TpeOOBaHMIA 0 3amuTe HHPOPMAITUN

Hacrpoiika cpecTB aHTUBUPYCHOM 3aIIUTHI JJISI KOPPEKTHON PabOThI MPOTPAMMHOTO 00ECTICUCHHMSI TI0 33/ IaHHBIM
nrabjaoHaM

144
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HaumeHnoBanue
pa3iesioB U TeM
npogdeccuoHaIbLHOr0 Conep:kanue y4yeOHOro MaTepuaJia, JadopaTopHble padoThl M NMPAKTUYECKUE 3aAHATHS,
moay.as (IIM), caMocCTosiTeJIbHAs padoTa 00y4aroImuXxcs
MEKIN CHUIITHHAPHBIX
kypcos (M/IK)

O0BeM
yacoB

OcBanBaemMble
3JIEMEHTHBI
KOMIIeTEeHIH I

1 2

WMHcTpyKkTax mojp3oBaTesneil o codaroaeHnu TpeboBaHui 10 3amuTe UHGopMaIuy pyu paboTe ¢ IporpaMMHBIM
obecreyeHneM

Hactpoiika BCTpOEHHBIX CPEICTB 3aILUThl HHPOPMALMU IPOTPAMMHOI0 00eCTIeUEeHU

[IpoBepka HyHKIIMOHUPOBAHHS BCTPOCHHBIX CPEACTB 3aIUTHI HHPOPMALIUU TIPOTPAMMHOTO 00ECTICYCHHUS
CBoeBpeMeHHOEe 00HapYKEeHNUE IPU3HAKOB HAJIMUYUS BPEAOHOCHOTO IPOrPaMMHOI0 00eceyeHHsI

OO6cnyXxuBaHUE CPEICTB 3AIIUTHI MHPOPMALIUU B KOMITBIOTEPHBIX CHUCTEMAaX H CETSIX

OO6cnyXMBaHUE CUCTEM 3alUThl HH(MOPMaIMK B aBTOMAaTU3UPOBAaHHbBIX CHCTEMax

VYyacTie B pOBEICHUH PETJIAMEHTHBIX padoT MO HKCILTyaTallM CUCTEM 3alIUThI HH(OPMAIIMHA aBTOMATH3UPOBAHHBIX
cucTeM

[IpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI 3aIIUTH HH()OPMAIHA aBTOMAaTH3UPOBAHHON CHCTEMBI

KoHTposb cOOTBETCTBUS KOH(PUIypalluy CUCTEMbI 3aIlIUThl HH(POPMALIUU aBTOMATU3UPOBAHHON CUCTEMBI €€
IKCINTyaTallMOHHON JOKYMEHTAlUU

KoHTposb cTabUIBHOCTH XapaKTEPUCTUK CUCTEMBI 3alIUTHI MH()OPMAIIMK ABTOMAaTU3UPOBAHHOMN CUCTEMBI

Benenne TeXHUYECKOHW TOKYMEHTAINH, CBA3aHHON C SKCIUTyaTalluell CHCTEM 3amuThl HHPOPMAIIMN aBTOMaTH3UPOBAHHBIX
cucTeM

VYyacTie B paboTax 1mo o0ecneueHHo 3aiuThl HH()OPMaIH MPH BBIBOJIE U3 SKCIUTYaTaIllil aBTOMATU3UPOBAHHBIX CUCTEM

JK3aMeH 110 NPodeCCHOHATBHOMY MOAYJII0 (1eMOHCTPALMOHHBIH IK3aMeH)

Bcero

810
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3. YCJIOBUSA PEAJIMBAIIUU ITPOT'PAMMBI ITPO®PECCHOHAJIBHOI'O MOAYJIA

3.1. [Ins peanuzanuu nporpaMmbl Npo¢ecCHOHAIBHOT0 MOXYJISl J0JKHbI ObITH
NpPeIyCMOTPEHbI CJeAyolIHe crelHaJIbHble IOMeIleHNs :
Peanu3anus mporpaMMel peaoiaracT Hajludrue yueOHoro kabuHeTa, 1adboparopuii

HHGOPMAIMOHHLIX TEXHOJOTH, IPOrPAaMMHPOBAHNS M 023 TAHHLIX, CeTell H CHCTEM

nepeaayy HHGOpPMAaIMH, MPOrPAMMHBIX M IPOrPAMMHO-ANNAPATHLIX CPEACTB 3aIIUThI

I/IHQOQMQ!!I/II/I.

OO6opynoBanune yueOHOro KabuHeTa M pabo4YMX MecT KaOuHeTa:

pabouee MeCTO mpenoaaBaTes;

M0CaJ0OYHbIE MeCTa /17151 00yUaIoLUXCs;

ayJIMOBHU3yAJIbHBIN KOMILIEKC;

KOMIUIEKT 00y4aroIiero Mareprana (KOMIUICKT TPe3eHTallUi ).

Oo6opynoBanue JjadopaTopuu U padounx Mect J1a00paTOpruu HHGPOPMAITHOHHBIX
TeXHOJIOT Ui, MPOrpaMMHUPOBAHUS U 0a3 JTaHHBIX:

— paboune mMecTa Ha 6a3e BHIYUCIUTEIBHON TEXHUKH, MOAKIIIOYEHHBIE K JOKaIbHON
BBIYUCIIUTENBHON CETH U NH(OPMALIMOHHO-TEICKOMMYHUKALMOHHOM ceTn IHTepHeT;
— IUCTpUOYTHB yCTaHABJIMBAEMOU OINEPAMOHHON CUCTEMBIL;
— BHpTYyalbHas MallliHa Juis paboThl C ONEPAMOHHON CUCTeMOM (TUIIEpBU30D);
— CVYbJI;
— CASE-cpencTBa nist ipoeKTHpPOBaHUS 0a3bl TaHHBIX;
— UHCTpyMEHTajbHas cpeia IporpaMMHUpPOBaHMS;
— TaKeT NPUKIIATHBIX POTPAMM.
Ob6opynoBanue 1abopaTopuu U paboUUX MECT J1abopaToOpuu CeTel 1 CUCTEM Iepeiadun
UHpOpMaLIUK:
— paboune MecTa Ha 6a3e BBIYUCINUTEIbHON TEXHUKH, TIOJIKIIIOUYEHHBIE K JTOKAJIbHOM
BBIUMCIUTEIBLHON ceTH U HH(POPMaLIMOHHO-TEIEKOMMYHUKAaIMOHHON ceTh HTepHeT;
— CTEHJBI ceTel nepeaadn JaHHbIX;
— CTPYKTypHUpOBaHHas KaOelbHasi CUCTEMA;
—  BMYJSTOpP (AMYJISTOPHI) AKTUBHOTO CETEBOTO0 00OPYI0BAHMS;
— IporpaMMHoe oOecredeHrne CETeBOro 000py10BaHMUs.
Ob6opynoBanue 1abopaTopuu 1 pabouux MecT Ja0opaToprun NPOrpaMMHBIX U IPOTPaMMHO-
anmapaTHbIX CPEACTB 3aIlUThl HHPOPMALIUK!
— paboune MecTa Ha 6a3e BHIYUCIUTENBHON TEXHUKH, MTOAKIIOYEHHbIE K JJOKaIbHON
BBIYUCIUTENHHON CeTH M NH(POPMAIIMOHHO-TEICKOMMYHUKALMOHHOM ceTn HTepHeT;
— AHTHBHUPYCHBIN NPOrpaMMHBIA KOMILUIEKC;
— IporpaMMHO-anmnapaTHble CPeACTBa 3alIUTHl HHPOPMALIUU OT HECAHKIIMOHUPOBAHHOTO
JI0CTYyTa, OJIOKUPOBKU JAOCTYIA U HAPYIICHHS LIEIOCTHOCTH.
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3.2. UudopmanmnonHoe odecreyeHne 00y4eHus

3.2.1. OcHOBHBIE MeYATHbIE HCTOYHHUKH

Knanos C.A., UBanosa H.1O., Mansixuna B.I'. OnepanuoHHble CUCTEMBI, CETH U HUHTEPHET-
TexHojoruu — M.: M3narensckuil neHTp «Akanemus», 2019.

Koctpor b. B. , Pyukun B. H. Cetu u cucremsl nepenauu uadopmaruu — M.: M3natenbckuii
HEeHTp «Akaaemus», 202.

Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncroit A.W. Ynpasienue puckamu
UH(POPMALIMOHHON 0€30MacHOCTH. - 2-¢ u3l.- M.: ['opstuas nunus-Tenexkom, 2014.

MenwsaukoB [[. UadopmarmonHas 6€301macHOCTh OTKPHITHIX cUcTeM.- M.: ®opym, 2013.
Omudep B., Onmudep H. Kommnbrorepusie cetu. [IpuHIUIBI, TEXHOIOTHUH, POTOKOJBI. Y YeOHHK,
5-e uzmanme — [urtep, 2019.

Hecmepos, C. A. ba3bl faHHBIX : y4eOHUK U NMPpakTUKyM 1715 By30B / C. A. HectepoB. — 2-¢
u3., nepepad. u mon. — Mocksa : U3garensctBo Opaiit, 2021

Texkcr : anexTpoHHsIii // O6pa3oBarenpHas miatdopma KOpaiT [caiT]. —

URL: https://urait.ru/bcode/534292 .

Cununpbia C.B. , baraeB A.B. , Hamotun H.IO. Onepaunonnsie cucteMbl — M.: M3naTenbckuii

neHTp «Akagemusi», 2020.

Ckpuriauk J[. A. OOmmie BOMPOCH TEXHWYECKOH 3amuThl mHGOpMamnwu: ydeOHOoe mocooue /
Ckpunnuk [[. A. —M.: HUnreprer-Yuusepcurer Mudopmammonnsix Texnomoruit (MHTYUT),
2016.

3.2.2. JIonOJHUTEIbHBIC IEYaTHBIE HCTOUHUKH:
Tanenbaym 2., Ya3epomn . Kommnerorepusie cetu. 5-e uza. — [lurep, 2019

bpoiino B.JI. BeruucnurenbHble CUCTEMBI, CETU U TEIEKOMMYHUKALUU: YUYEOHUK JUISl BY30B. 2-€
u3a. - CIIO.: [Turep, 2019 - 703 c.

3.2.3. llepuoanyeckue U3IaHus:

Kypnansr Chip/Yum: XXypHan 0 KOMIBIOTEPHONW TEXHUKE TSI TPO(ECCHOHATIOB U OITBITHBIX
[10JIb30BaTEIEH;

Kypnuanst 3amura naopmanuu. Uucaitn: MupopmannoHHO-MeTOIUYECKUH )KypHAT
HNudopmarninonHasi 6e30macHOCTh peTHOHOB: HayuHo-npakTHyecKuil ;xypHai

Bompocs! kubepoesonacnoctu. Hayunslii, nepruoanyeckuii, THPOPMAIHOHHO-METONYECKHM
JKypHau ¢ 6a30BoM crienranu3anuei B o0aactu nHpopMamoHHou 6e3omnacHoctu.. URL:
http://cyberrus.com/

bezonacHocTh MHPOPMALIMOHHBIX TeXHOJIOTUH. [leproanueckuii perieH3upyemMblii HayuHbIN
xypaaar HUSTY MU®U. URL: http://bit.mephi.ru/

3.2.4. DneKTpOHHBIC UCTOUYHUKH:

NubopmManmoHHO-CIIpaBOYHAsI CHCTEMA M0 IOKYMEHTaM B 00JIACTH TEXHHYECKOW 3alIUTHl HH(POPMAIHN
www.fstec.ru

NubopmaimoHHslii mopTai no 6ezonacuoct WWW.SecurityLab.ru.

O0pa3oBaTelIbHbIC MOPTAJIBI [T0 Pa3IMYHBIM HAPABICHUSIM 00pa30BaHMS U TEMATHKE
http://depobr.gov35.ru/

Poccuiickuii Onomerpudeckuii mopraa Www.biometrics.ru

Caiit xyprana Mapopmanmonnas 6e3onacHocts http://www.itsec.ru —

Caiit Hay4Hoii anekTpoHHO# Onbarorexn Www.elibrary.ru

CnpaBouHo-TipaBoBasi cucteMa «I'apanT» » Www.garant.ru

CnpaBouno-nipaBoBas cuctema «Koncynbrant [Timrocy Www.consultant.ru

®enepanpHas ciryxk0a 1Mo TEXHUIECKOMY | dKcriopTHoMy KoHTpomo (PCTOK Poccun) www.fstec.ru
®enepanbhbiii mopran «MHGOpMAMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTUH B 00pa30BaHUI
htpp\\:www.ict.edu.ru

®enepanbhbiii mopran «Poccuiickoe obpazoBanne WWw.edu.ru
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http://bit.mephi.ru/
http://www.fstec.ru/
http://www.securitylab.ru/
http://www.biometrics.ru/
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http://www.garant.ru/
http://www.consultant.ru/
http://www.fstec.ru/
http://www.ict.edu.ru/
http://www.edu.ru/

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS TPO®ECCUHOHAJIBHOI'O

MOJIYJIS

Koa n HaumeHoBaHue

NnpodecCHOHATIBLHBIX U

00IIMX KOMIIeTEeHII I,
(popmupyemsie B
paMKax MOayJist

Kpurepun oueHku

MeToabI OIIEeHKH

[IK 1.1. IIpousBoaUTH
YCTaHOBKY U HACTPOUKY
KOMITOHEHTOB
ABTOMATU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CUCTEM B 3allUILIEHHOM
WCIIOJIHEHUU B

JleMOHCTpHUpOBaTh YMEHUS
YCTaHOBKHU U HaCTPOUKHU
KOMITOHEHTOB
aBTOMAaTH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM
B 3alIMIICHHOM HCIIOJTHEHUN
B COOTBETCTBUHU C

TECTUPOBAHUE,
IK3aMEH
KBaTM(DUKAIIMOHHBIH,
JKCIIEPTHOE HAOIIOICHHE
BBIMTOJTHEHUS 1a00PaTOPHBIX
pabor,

9KCIEPTHOE HAOIIOCHUE

COOTBETCTBHH C TpeOOBaHUSAMHU BBITIOJTHEHUSI PAKTUYECKUX
TpeOOBaHUAMU 9KCIUTYaTallMOHHON paoor,
9KCILTyaTallMOHHON JIOKYMEHTalluu OLICHKA pPeIICHUs
JOKYMEHTAIUH. CUTYallMOHHBIX 3a]ad,
OLIEHKa Ipoliecca U
PE3yJIbTaTOB BBIITOJIHEHUS
BUJIOB Pa0OT HA IPAKTUKE
K 1.2. [IposiBneHue ymenus u TECTUPOBaHUE,
AJIMUHUCTPUPOBATH MIPaKTUYECKOrO OIbITA 9K3aMeH
IIporpaMMHBIE U aJIMUHUCTPUPOBAHUS KB (UKAIIMOHHBIH,
IIPOrpaMMHO- MIPOrpaMMHBIX U OKCIEPTHOE HAOIIOICHHE
anmaparHble IIPOrpaMMHO-aInapaTHbIX BBINOJIHEHUS 1Ta00PaTOPHBIX
KOMITOHEHTHI KOMITOHEHTOB pabor,
aBTOMaTH3UPOBAHHOM aBTOMaTH3UPOBaHHOM HKCIEPTHOE HAOII0IeHHE
(MHpOpPMAIIMOHHOI) (MHpOpPMAIIMOHHOI) BBIITOJIHEHUS IIPAKTUYECKUX
CHCTEMBI B 3aIIUIICHHOM | CUCTEMBI B 3alIUILIEHHOM paoor,
WCIIOJIHEHUH. HCIIOJIHEHU U OIICHKA peIIeHUs

CUTYallMOHHBIX 3a/1a4,
OLIEHKa Ipolecca U

PE3YJIBTaTOB BBIITOJIHEHUS
BUJIOB pabOT Ha MPAKTHKE

I1K 1.3. O6ecnieunBaTh
Oecriepeboiiny10 paboTy
aBTOMaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
CHCTEM B 3all[UIIIEHHOM
WCTIOJTHEHUH B
COOTBETCTBHUHM C
TpeOOBaHUSIMHU
HKCIUTYaTallMOHHON
JTOKYMEHTAITHH.

IIpoBenenue nepeuns paboT
10 00ECTIIEUYCHHIO
6ecniepeOoitHON pabOTHI
aBTOMAaTH3MPOBAHHBIX
(uH(OpPMAITMOHHBIX) CHCTEM
B 3aIUIIICHHOM HCIIOJTHEHUN
B COOTBETCTBUHM C
TpeOOBaHUSIMU
HKCIUTYaTallMOHHON
JTOKYMEHTAITU!

TEeCTUPOBaHUE,
IK3aMEH
KBaJTU(DUKAIIMOHHBIH,
AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS J1A00PaTOPHBIX
pabor,

SKCIIEPTHOE HAOII0ICHHE
BBITIOJTHEHUS MPAKTUISCKUX
paoor,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 33124,
OIIeHKa TIporiecca u
PE3yIbTATOB BBHITOJHEHUS
BHJIOB PabOT Ha IPAKTUKE
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Koa u HaumeHoBaHue

NnpodecCHOHATIBLHBIX U

00IIMX KOMIeTEeHII I,
(popmupyemsie B
paMKax MOayJst

Kpurepun oueHku

MeToabI OIIEeHKH

IIK 1.4. OcyuiecTBisTh
MIPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHUYECKOE
o0Ocmy>)kuBaHUE U
TEKYLUH PEMOHT,
YCTpaHATh OTKa3bl U
BOCCTaHaBJIUBATh
paboTOCIIOCOOHOCTH
aBTOMAaTH3UPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3aIUIIIEHHOM
WCIIOJIHEHUH.

[IposiBnATE 3HAHUS U
YMEHHUSI B IPOBEPKE
TEXHUUYECKOTO COCTOSIHMSI,
MIPOBEJICHUH TEKYIIETO
PEMOHTA U TEXHHYECKOTO
o0Ocy>)KMUBaHUs, B
yCTpaHEHUH OTKa30B U
BOCCTaHOBJICHUH
paboTocmocoOHOCTH
ABTOMATHU3HPOBAHHBIX
(MH(pOPMAITMOHHBIX ) CHCTEM
B 3aI[UIIICHHOM HCTIOJHEHUH

TECTHPOBAHUE,

9K3aMeH
KBTU(DUKAIIMOHHBIN,
IKCIEPTHOE HAOIOICHHE
BBIMOJIHEHUS JTA0OPATOPHBIX
pabor,

SKCIIEPTHOE HAOIOICHHE
BBITOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIIMOHHBIX 33/1ad,
OIICHKa TIporiecca u
pE3yJIbTaTOB BBITIOJTHEHUS
BUJIOB pa0OT HA MPAKTUKE

45



