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PABOUYEM ITPOI'PAMMOBI



1. IACIIOPT ABOYEM ITPOT'PAMMBbI

1.1. ObaacTh npuMeHeHHUs1 padoyeil MporpaMmbl

PabGouass mporpamMma TPOW3BOJCTBEHHOW TMPAKTHUKH SIBISETCS YaCThIO
IPOrpaMMBbI TIOJTOTOBKH CIEITUAIMCTOB CpeaHEro 3BeHa B cooTBeTcTBUU ¢ DPI'OC
no cneruanbHocTH CITO 10.02.05 OGecneuenue nHDOpMAITMOHHONW 0€30MaCHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM B YaCTH OCBOEHHUS OCHOBHOTO BHJA JICSATCIbHOCTH:
3amUTa WHGOPMAlMd B aBTOMATH3UPOBAHHBIX CHCTEMax IPOrPaMMHBIMH U
MIPOTrPaMMHO-AIMTAPATHEIMU CPEICTBAMH U COOTBETCTBYIONINX IPO(deccroHaIbHbIX
komnerennui (I1K):

[1K OCylIecTBIATh YCTAHOBKY M HACTPOMKY OTAENIBbHBIX MPOrPAMMHBIX,
2.1. POrpaMMHO-aIaPaTHBIX CPEICTB 3aIUThI HH(OPMALIUU.
[1K ObecneunBaTh 3alIUTy MH(OpPMAMU B aBTOMATH3MPOBAHHBIX CHCTEMax
2.2. OTJIEJIbHBIMHU MPOTPAMMHBIMU, TPOrPAMMHO-ANIAPATHBIMU CPEICTBAMH.
[1K OcCylIecTBIATh TECTUPOBAHME (YHKLUHMA OTAEIBHBIX NPOrPaMMHBIX U
2.3. [IPOrpaMMHO-AMIAPATHBIX CPEACTB 3aLUTHl HHPOPMALIUH.
[1K OcymiecTBisATh  00pabOTKYy, XpaHeHHE W TIepenady HHpopMauuu
2.4. OTrpaHU4YEHHOTO JIOCTYIIA.
[1K YHUUYTOXaTh MH(POPMALIUIO U HOCUTENU MHPOPMALIUUA C MCHOJIb30BAHUEM
2.5. POrPaMMHBIX U IPOrPAMMHO-AMNIAPATHBIX CPEACTB.
[1K 2.6.
OcCylIecTBIATh PErUCTPAII0 OCHOBHBIX COOBITHI B aBTOMaTHU3UPOBAaHHBIX
(uH(pOpPMAIIMOHHBIX) CHCTEMaX, B TOM YHCJIE€ C HCIOJb30BAHUEM
OpPOrpaMMHBIX M IPOrpaMMHO-ANIapaTHbIX CPEJICTB  OOHAapyKEHHUS,
PENYNPEXICHNS U JUKBUAALMH ITOCTIEACTBUI KOMIIBIOTEPHBIX aTaK.

1.2.MecTO0 NpPaKTHKH B CTPYKType 00pa3oBaTe/ibHOW NPOrpaMMbl:
[Ipodeccnonanpuprii 1wk  [IpouM3BOACTBEHHAas  MpakTUKa  MPOBOJISATCS
00pa30BaTEeNbHBIM YUPEXKICHUEM MPU OCBOSCHUH CTYACHTaMHU NPO(ECCHOHATHHBIX
KOMIIETEHLIMH B paMkax mnpodeccuonanpHoro wmoxayias I[IM  02. 3amwra
uHGOpMaIlMK B aBTOMAaTU3MPOBAHHBIX CHCTEMax MPOTPAMMHBIMU M MPOTPAMMHO-
anmnapaTHbIMU CPEJICTBAMHU.

1.3.1lesn ¥ 3a1a4M NPAKTHKHU - TPeOOBAHMA K pe3yJbTAaTaM OCBOCHMSA
padoueii MporpaMMbl NIPAKTUKH:

[lpaktuka  sgBisieTcst  00sI3aTENBHBIM  pasfielloM  00pa3oBaTeNbHOMN
nporpammbl. OHa mpeacTaBisieT co0OMl BuA Y4eOHOH AesITenbHOCTH B (opMme
IPAKTHYECKONM TOJATOTOBKM, HampaBieHHOW Ha (OpMUPOBaHUE, 3aKpEIUICHUE,
pa3BUTHE MPAKTHUECKUX HABHIKOB M KOMIIETCHLIMH B TMPOIECCE BBIMTOIHEHUS
ONpEJENCHHBIX BUJIOB paboOT, CBSA3aHHBIX C Oynymed npodeccruoHambHOM
JESITEIbHOCTBIO.



C uenpl0 OBJAJEHUS BHJIOM JACSATENBHOCTH 3aluTa HHPOPMALUU B
aBTOMATU3UPOBAHHBIX CHUCTEMax MPOrPaMMHBIMU W MPOTrpaMMHO-aNNapaTHbIMU
CpPEeICTBAaMH M  COOTBETCTBYIOIIUMHU MPO(GECCHOHATBHBIMA  KOMIETCHIIHSIMH
0Oy4aroIuiics B X0/I€ OCBOCHHUS ITPOrPaMMBbI POU3BOICTBEHHOM MPAKTUKU JOJKEH

UMeThb NPAKTHYEeCKU ONBIT:

- YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJICTB 3alUThl MH(POpPMAIUU B
aBTOMATU3UPOBAHHOW CHCTEME;

- o0ecrmiedyeHuss 3alIUThl aBTOHOMHBIX aBTOMATH3WPOBAHHBIX CHUCTEM
IPOrpaMMHBIMH U TIPOTPaMMHO-aIIaPaTHEIMU CPEACTBAMH;

- TeCTUpOBaHUS  (YHKIMI, JUArHOCTUKA, YCTPAHEHHUS OTKa30B U
BOCCTAHOBJICHUSI PAa0OTOCIIOCOOHOCTH MPOTPAMMHBIX U MPOrPAMMHO-AINMaPaTHBIX
CPEICTB 3alMUThl HHPOPMALIHH ;

- pewenus 3anay 3amuThl oT HCJl x mHpOpMay orpaHMuE€HHOTO AOCTYTIa
C TMOMOIIBIO MPOTrpaMMHBIX M IPOTrPAMMHO-ANNApPaTHBIX CPEICTB  3alUThI
uHdopmaIuy;

- TPUMEHEHUS DJIEKTPOHHON MOIINCH, CHMMETPHUUHBIX U aCHMMETPUYHBIX
KpUNTOrpapuuecKux anrOpUTMOB U CPEACTB MU(POBAHUS JaHHBIX;

- yuéra, oOpabOTKH, XpaHEHHs WU Nepenadyd HHPOpMALMH, I KOTOPOH
YCTaHOBJICH PEXUM KOH(DUIECHIINATbHOCTH;

- paboThI ¢ TOJCUCTEMAMH PETUCTPALIUU COOBITHIA;

- BBIABIICHUS COOBITUN U MHIMICHTOB 0€30MaCHOCTH B aBTOMATH3UPOBAHHOM
CHCTEME.

yMeThb:

- yCTaHaBJIMBaTh, HACTPAUBaTh, MPUMEHSITHh MPOTPAMMHBIE U TPOTPAMMHO-
anmapaTHbIEe CPEJICTBA 3aIUTh HHPOPMAIIHH;

- YCTaHaBIIUBaTh M HACTpauMBaTh CpPEICTBA AHTUBUPYCHOM 3alllUTHl B
COOTBETCTBHUH C MPEIbSABIIEMbIMUA TPEOOBAHUSIMU;

- JIMarHOCTHUPOBATh, YCTPAHATh OTKAa3bl, 00ECIeYnBaTh PabOTOCTIOCOOHOCTH
¥ TECTUPOBATh (PYHKIIUM IPOrPaMMHO-AIIAPATHBIX CPEICTB 3alTUTHI HHPOPMAITUH;

- TPUMEHATH TMPOTPaAaMMHBIE M TPOTPAMMHO-AIMapaTHBIE CPEICTBA IS
3aIuThl HHPOpMaIuu B 0a3ax TaHHBIX;

- TIPOBEpATH BBHIMOJHEHHWE TpeOOBaHWMN MO 3ammTe WHGOPMAUU OT
HECAHKIIMOHUPOBAHHOTO JIOCTYMa MPU aTTeCTallMi O0BEKTOB WHGOPMATU3ALUHU TI0
TpeOOoBaHMsIM 0€30MacHOCTH UH(OpMALIUK;

- TPUMEHSTH MaTeMaTU4YeCKHM amnmapar TUTST BBITIOJTHCHUS
Kpunrorpadguueckux mpeoopa3oBaHui;

- HUCIOJIb30BaTh THUIIOBBIE MPOTPaMMHBIE KpHUNTOrpaduyecKue CpeacTBa, B
TOM YHCJIE ANEKTPOHHYIO MOATHUCH;

- NPUMEHATh cpeacTBa rapaHTUPOBAHHOTO YHUUYTOKEHUS
uHdopMaIuy;

- yCTaHaBJIHMBaTh, HACTPAUBaTh, MPUMEHATH MPOrPAMMHBIE U MPOrPAMMHO-
anmnapaTHble CpPe/ICTBA 3alIUThl HH(OPMAIIUY;

- OCYUIECTBJISITh MOHUTOPHUHT M PETUCTPALUIO CBEJCHUMN, HEOOXOAUMBIX IS
3alUThl 00BEKTOB MH(OPMATU3ALIUH, B TOM YHCIIE C UCTIOJIb30BaHUEM



MIPOrPaMMHBIX u MPOrpaMMHO-ANIAPATHBIX CPENCTB oOHapyKEeHHUSI
MPEIYNPEKICHUS U JIMKBUAALUH TTOCIEACTBUN KOMIIBIOTEPHBIX aTAK., 3HATh:

- O0COOEHHOCTHM W CMOCOOBI MPUMEHEHHS MPOTPAMMHBIX M MHPOrpaMMHO-
anmapaTHBIX CPEACTB 3alUThl WHPOpPMAIUA, B TOM YHUCJE, B OIEPAIMOHHBIX
CUCTEMAaX, KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;

- METOABbl TECTUpPOBaHUS  (DYHKIMH  OTHENBHBIX MPOTPAMMHBIX H
IPOrpaMMHO-aIapaTHRIX CPEACTB 3alIUTHI HH(DOpPMAIUY;

- THUIMOBBIE MOJIENIH YNPABJIECHUS TIOCTYIIOM, CPEACTB, METOJIOB U TPOTOKOJIOB
UACHTU(UKALIMYA U ayTeHTU(UKAIIY;

- OCHOBHBIE TIOHSTHS KpUNTOrpaduu ¢ THUMOBBIX KpPUITOrpaduuecKux
METOJIOB U CPEJICTB 3alUThl HH(OpMAIUY;

- O0COOEHHOCTHM W CMOCOOBI MPUMEHEHHS MPOTPAMMHBIX M MPOrpaMMHO-
arrapaTHBIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOXKEHUSI HH(POpMaIy;

- THUIIOBBIE CPEJICTBA W METOJIbl BEACHUS ayJIuTa, CPEICTB U CHOCOOOB
3alUThl MTHOOPMALIUK B JIOKAJIIBHBIX BBIUYMCIUTEIBHBIX CETSX, CPEICTB 3alIUThl OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYTIA.

1.4 Kosin4ecTBO 4YacoB Ha OCBOeHHMe padoueil mporpamMmbl yueOHOI
NPaKTUKM. BCero — /2 yaca.



2. PE3YJIbTATHI OCBOEHUSA PABOYEHN ITPOI'PAMMBbBI

PesynbraToMm  OCBOeGHHsS pabodeil MpPOTpaMMBl  TPAKTUKH  SIBJISIETCS
ChOPMHUPOBAHHOCTh Yy  OOydYalOMmUXCS  TEPBOHAYAIBHBIX  MPAKTHUYECKUX
npo(eCCHOHATBHBIX YMEHHM B pamkax mpodeccroHambHoro momyns [IM 02.
3amura HMHPOpMALMM B ABTOMATHU3HPOBAHHBIX CHUCTEMaX MPOrPAMMHBIMU U
IpOrpaMMHO-aIMapPaTHEIMK CPEJICTBAMU IO OCHOBHOMY BHIy HACSITCIBHOCTH -
3amura HHPOPMALMM B aBTOMATU3UPOBAHHBIX CHUCTEMax MPOTPaAaMMHBIMU U
IpOrpaMMHO-AIMAPaTHEIMU  CPEACTBAMH  JUIS  TMTOCIIEAYIONIETO OCBOCHUS HWMH
npodeccuonanbHbIx KoMiereHiui (I1K).

Kon HauMeHoBaHue pe3yJbTaTa 00y4eHUst

[1K 2.1 OcCymeCTBIATh YCTAHOBKY M HACTPOMKY OTAENBHBIX MPOTPAMMHBIX,
[IPOrpaMMHO-aNNapaTHBIX CPEACTB 3alUThl HHPOPMALIUH.

[IK 2.2  |O6ecneunBaTh 3alIUTy HHPOPMALIUU B aBTOMAaTU3UPOBAHHBIX
CUCTEMAX OTAEJIBbHBIMH IIPOTPAMMHBIMU, IPOIPAMMHO-AIIaPaTHBIMU
CpEIACTBaMH.

[IK 2.3  |OcymuiecTBisATh TeCTUpOBaHUE (YHKLIUNA OTAEIBHBIX IPOTPAMMHBIX U
[IPOrpaMMHO-aNNapaTHBIX CPEACTB 3aIUThl HHPOPMALIUH.

[IK 2.4  |OcymiecTBiaTh 00pabOTKy, XpaHEHHE U Tiepeaady HHPOpMAaIIH
OrpaHUYEHHOTO JIOCTYIIA.

[1K 2.5
YHUYTOXKATh HH(POPMAIUIO U HOCUTEIHN UH(POPMAITUHU C

MCII0JIb30BAHUEM IPOIrPAMMHBIX U IPOIPaMMHO-AIIIAPATHBIX CPENICTB.
[IK 2.6  |OcyiecTBisiTh PETUCTPALIMIO OCHOBHBIX COOBITUH B
ABTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEMAX, B TOM UHUCJIE C
MCII0JIb30BAaHUEM MTPOTrPAMMHBIX U TPOTrPAMMHO-ANNAPaTHBIX CPEACTB




3. CTPYKTYPA U COAEP KAHUE TPAKTUKU

HaumeHoBaHue pa3nesnoB u Tem / Copaep:xanue y4eOHOro MaTepHraJia / coaepaxanue pador Koab! THYHOCTHBIX
BU/BI padoT pe3yJbTaToB,
¢popmuposan uio
KOTOPBIX
Oobem crnocodcTByeT
4aC0B,B TOM 3JIEMEHT
4yucjie B NPOrpaMMsl
popme
npaKTHie
CKoOM
MOJAT0TOB KM
1 2 3 4
Tema 1. 3amuTa nHpOpPMALMU B Cozeprkanue y4eGHOro MaTepHala 108 [K.2.1-TIK.2.6
ABTOMAaTH3UPOBAHHBIX CUCTEMAaxX OK.01-OK06,
MMpOTrpaMMHBIMHU U ITPOTPAMMHO- * 0OK09-OK10
anmapaTHBIMU CPEACTBAMU
[IpakTrdyeckue 3aHATHA 106
AHaIM3 IPUHIOMIIOB TIOCTPOCHUS CHCTEM MH(OPMAaMOHHOM 3alMThI TPOM3BOACTBEHHBIX OAPa3/ICICHH.
TexHUYecKkas dKCIIyaTalys 3JIEMEHTOB IPOrpaMMHOM U aNnapaTHON 3aIUTBl aBTOMATU3UPOBAHHON CHCTEMBI.
'YyacTue B ANarHOCTHPOBAHUH, YCTPAHEHUH OTKAa30B M 00eCIeYeHNH padOTOCTIOCOOHOCTH ITPOTPaMMHO-
anmapaTHBIX CPEACTB obecreueHus HHGOpMannoHHOHM 6e301macHoCTH;
Ananu3 3QPEeKTUBHOCTH MPUMEHAEMBIX IIPOrPaMMHO-aINIapaTHBIX CPEICTB oOectieueHus: HHPOPMAITMOHHON
0€3011aCHOCTH B CTPYKTYPHOM HOApa3IelieHUN
'YyacTie B o0ecriedeHnH yuera, 00paboTku, XpaHEeHHUS U Nepeaaddl KOHGUASHIINATBHON HHOopMaIn
[TpuMeHeHne HOPMAaTUBHBIX MTPABOBBIX aKTOB, HOPMATHBHBIX METOIUYECKUX JOKYMEHTOB IO 00€CTICUSHHIO
MHPOPMAMOHHOM 6€30MaCHOCTH POTPaMMHO-aNIIAPATHEIMK CPEACTBAMH ITPH BHITIOJIHEHUH 3a7a4 MPAKTHKH.
KonTtpomnsHbIe paboTh *
H(pdepeHIIPOBAHHBIN 3a4eT 2

Bceero: 108




YCJIOBUS PEAJIM3ALIMU PABOYEM ITPOI'PAMMBI

3.1. TpebéoBaHusi K MHHMUMAJILHOMY MATEePUAIbLHO-TEXHUYECKOMY
o0ecreyeHUI0 peaan3anum padoveil NporpaMMbl NPAKTHKH:

[IpakTika NPOBOAWUTCS B OpraHU3ALMAX, HaIMpaBICHUE JEATEIBHOCTH
KOTOPBIX COOTBETCTBYET MPOQPHII0 TMOATOTOBKA OOYyYaIOIIUXCS Ha OCHOBE
I0roBopoB, 3akinrodaemMbix Mexay CIIb ['BIIOY «AIlIT» u opranuzauusiMu.

MartepuanbHO-TeXHUYECKass 0a3a JOJKHA COOTBETCTBOBATH JEHCTBYIOIIUM
CaHUTAPHBIM U MIPOTUBOIIOKAPHBIM HOPMAaM.

Pabouast mporpamMma MOeT ObITh peajii30BaHa C MPUMEHEHUEM Pa3TUYHBIX
00pa3oBaTeNbHbIX TEXHOJOTUH, B TOM YHCIE C MPUMEHEHHUEM JAMCTAHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJIOTUN U 3JIEKTPOHHOTO O0yUYEHUSI.

3.2. HudpopmannoHHoe obecrneyeHne peajn3annu padodeil mporpaMmmbl
yueOHOI MPAKTHKH:
nepeueHb y4eOHBIX W3JaHUH, IEKTPOHHBIX W3JIaHUH, dJICKTPOHHBIX U WHTEpHeT-
pecypcoB, 00pa3oBaTEIbHbIX MIATHOPM, IEKTPOHHO-OMOIMOTEYHBIX CUCTEM, BEO-
CUCTeM [UJIsl OpTraHM3alli JUCTAaHIIMOHHOTO OOy4YeHUS U YIPaBICHHUS WM,
WCIIONIb3yeMbIe B 00pa30BaTeIbHOM IMPOIECCE KaK OCHOBHBIE M JIOMOJHUTEIHHBIE
HMCTOYHHKH.

OCHOBHBIEC HCTOYHHUKH:
1. Unbun M. E., Kamunskwna T. W., IlpxeropnauHckuii  B.

H.Kpunrorpaduueckas 3amura nHpopmanuu B 00beKTax HHPOPMALMOHHOM
uHppacTpyktypsl, 1-e uzzg., ULl AKAJEMHUA ,2020 - 288 c.

2. BaykoB, A. A. OcHoBbl WH(MOPMAITMOHHONW OC30MaCHOCTH: 3alluTa
uHpopmanuu : ydyeOHOe mocoOMe i CpeaHero MnpodecCuOHaIbHOIO
obpazoBanus / A. A. BuykoB. — 2-¢ u3n., ucnp. u jgon. — MoCKBa :
N3narensctBo FOpaiit, 2020. — 240 c.

JlonoJIHUTeIbHbIE HCTOYHUKH:

1. @®enepanbHblii 3akoH or 27 wutona 2006 r. Ne 149-03 «OO0
uH(popMaIu, THPOPMALIMOHHBIX TEXHOJIOTUSIX U O 3allUTe UHPOPMALIUN».

2. @®enepanbHbiii 3ak0H oT 27 wmronsg 2006 1. Ne 152-®d3 «O
NEPCOHATBHBIX JaHHBIX».

3. OenepanbHbii 3akoH oT 27 nekadbpst 2002 1. Ne 184-d3 «O
TEXHUYECKOM PETyJIMPOBAHUNY.

4. @enepanbHbiii 3akoH oT 4 wMag 2011 1. Ne 99-®3 «O
JMUEH3UPOBAHNU OTAEIBHBIX BUIOB JEATEIbHOCTH.

5. ®enepanbubiil 3ak0H OT 30 mexabps 2001 1. Ne 195-®d3 «Kogeke
Poccuiickoii @eaepannn 00 aIMUHUCTPATUBHBIX IPABOHAPYILIEHUSAX).

6. Vka3 IIpesunenra Poccuiickoit @enepanuu ot 16 aBrycra 2004 r.
Ne 1085 «Bompocsl ®enepanbHON COy>KObl MO TEXHUYECKOMY M HKCIOPTHOMY
KOHTPOJIIOM.

7. VYka3 Ilpesunenra Poccuiickoit @eneparuu ot 6 mapta 1997 r. Neo

188 «O06 yTBepkI€HUHU NIEpEYHs CBEICHUN KOH(PUACHIIMATBLHOTO XapaKTepay.



8. Vka3 Ilpesunentra Poccuiickoit @enepanuu ot 17 mapra 2008 r.
Ne351 «O mepax mo obecneueHno HHGOPMAMOHHOHN Oe3omacHocTH Poccuiickoi
®denepanny Opy UCIOIb30BAHUN MH(POPMALIMOHHO-TEIEKOMMYHUKAMOHHBIX CETEH
MEXIYHApOAHOTO HHPOPMAITMOHHOTO OOMEHA.

Q. [lonoxkxenne o cepTUGUKALMU CPEACTB 3aIIUTHl HHPOPMAIIUH.
Yr1Bepxkneno mnocraHoBieHueM IIpaButensctBa Poccuiickoit ®enepauun ot 26
utoHs 1995 r. Ne 608.

10. CocraB U cojepkaHWe OpPraHU3alMOHHBIX M TEXHUYECKUX MEp IO
oOecrieueHn0 0e30MacCHOCTH TMEPCOHANBHBIX JaHHBIX MpU HX 00paboTKe B
UH(OPMAIIMOHHBIX CHCTEMaxX IEePCOHAIBHBIX JIaHHBIX. YTBEPKIACHBI IMPUKA30M
OCTOIK Poccum ot 18 denpans 2013 1. Ne 21.

11. Mepsl 3aIIUThI uHbopMaIu B roCyJapCTBEHHBIX
uHpopmarmonHbix cuctemax. YTBepxkaeHsl ®CTIOK Poccun 11 deBpans 2014 r.
12. AJIMUHUCTPATUBHBIN periaMeHT OCTOK Poccun 10

MPEAOCTABICHUIO TOCYIAPCTBEHHOW YCIYTU MO JIMLIEH3UPOBAHUIO JIEATEILHOCTH 10
TEXHUYECKOW 3ammTe KOoH(GUICHIMAIbHOU HHGOpMAUU. YTBEPXKIECH MPUKA30M
OCTIK Poccunm ot 12 urons 2012 r. Ne 83.

13. AJIMUHUCTPATUBHBIN periaMeHT OCTOK Poccun 10
MPEAOCTABICHUIO TOCYIAPCTBEHHON YCIYTU MO JIMLIEH3UPOBAHUIO JIEATEILHOCTH 10
pa3paboTKe W MPOU3BOACTBY CPEACTB 3aIIUThl KOHPUICHIMAIBHON HHGOPMAIUU.
Yr1Bepxkaen npukazoM OCTIK Poccun ot 12 nronst 2012 1. Ne 84,

14, CrnennanbHple TpeOOBaHUS M PEKOMEHAAIMH [0 TEXHUYECKOH
3amure koHpuaeHManbHOW wuHpopManuu (CTP-K). VYTBepxkaeHsl mnpukazom
I'ocrexkomuccun Poccum ot 30 aBrycrta 2002 r. No 282.

15. TpeGoBanus o 3ammre uHOpMAIMU, HE  COCTaBISIONICH
roCyJapCTBEHHYIO TailHy, COAEpIKalleiicsi B TOCYJapCTBEHHBIX WH(OPMAIIMOHHBIX
cucteMax. Y1BepxaeHsl npukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

16. TpeboBanus o 3ammTe UWHQOpMaLMM, colepxaliencs B
MH(POPMAITMOHHBIX CUCTEMaxX OOIIEro MoJIb30BaHUs. Y TBepkaeHbl mpukazamu OCh
Poccun u ®CTIK Poccun

ot 31 aBrycra 2010 r. Ne 416/489.

17, TpebGoBaHus Kk cucteMam OOHapyKEHHUSI BTOPKEHHUI. Y TBEPKIECHbI
npukazoM OCTIK Poccuu ot 6 nexadbpst 2011 r. Ne 638.
18. PykoBogsmumii nokymeHt. ['eonndopmaimoHHbie CHCTEMBI.

3amura nHGOpPMAIIMK OT HECAHKIIMOHUPOBAHHOTO J0CTyna. TpeboBaHus IO 3aIUTe
unpopmaruu. YreepxkaeH PCTIOK Poccun, 2008.

19. PykoBoasimuii  TOKyMEHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO
noctyna k uHbopmarmu. Yacte 2. [Iporpammuoe obecriedeHne 0a30BBIX CHCTEM
BBO/1a-BbIBOJIA NEePCOHAIBHBIX AIEKTPOHHO-BBIYUCIUTEIBHBIX MalIIH.
Knaccudukanus 1o ypoOBHIO KOHTPOJIE OTCYTCTBUSI  HEIEKJIAPUPOBAHHBIX
Bo3MmokHocTel. YTBepxkaeH PCTIK Poccun 10 oktsi6ps 2007 r.

20. [Tpuka3z ®AIICHU npu [Ipesunente Poccuiickoii @eaepauun ot 13
utoHs 2001 r.

No 152 «O06 yTBepKIeHUM HWHCTPYKIIMU OO0 OpraHu3aldu U oOecTreueHUuu



O0e3omacHOCTH XpaHEHUs, OOpaOOTKM U Tepemadyd 10 KaHallaM CBSI3H C
HCIIOJIb30BAaHUEM  CPEACTB  KpUNTOTpaduyeckoil  3amuThl  HUHPOPMALUU  C
OTPaHUYEHHBIM  JOCTYNIOM, HE COJAEpXkalied CBEIACHMI, COCTaBISAIOLINX
rOCYJJTapCTBEHHYIO TalHY».

21, IIpukaz P®CBb Poccum ot 9 despana 2005 r. Ne 66 «OO0
yrBepxkaeHun llomoxkenuss o pa3paOoTKe, TPOU3BOACTBE, peajH3aludl |
SKCIUTyaTalu  MHUQPPOBaIbHBIX  (KpUOTOTrpaHUUEcKUX)  CPEICTB  3aIHUThHI
uHopMaIm.

22. I'OCT P UCO/M3K 15408-1-2008 NudopmainimoHHasi TEXHOJIOTHS.
Mertonbl u cpeacTBa obecneueHus: 6ezonacHocTH. Kputepun omieHKH 0€301acHOCTH
MH(POpPMaAIMOHHBIX TexHonorui. Yacte 1. BBenenue u oo1ias Moienb

23. I'OCT P UCO/M3K 15408-2-2008 UndopmaiimoHHasi TEXHOJIOTHS.
Metonasl u cpencTBa obecnieuenus OezonacHocTu. Kputepuu onieHku 6€30MacHOCTH
nHpopManMOHHBIX TexHojoruid. Yacte 2. OyHKUMOHAJIbHBIE TpPEOOBaHUS
0e30IacHOCTH

24, I'OCT P UCO/M3K 15408-3-2008 NuapopmarimoHHass TEXHOJIOTHS.
Mertons! u cpencta obecnieueHus 6e3onacHoctu. Kputepuu oneHku 0€30mMacHOCTH
nH(popManmoHHbIX TeXHOIOorui. YacTe 3. TpeboBanus 10Bepus K 0€30MaCHOCTH

25. I'oCT P  34.10-2001. "HadopmamuoHHas  TEXHOJIOTHS.
Kpunrorpaduueckas 3amura napopmanuu. IIponeccsl hpopMupoBaHus U IPOBEPKU
AIIEKTPOHHOM ITU(POBOI MOATHCH"

26. I'oCT P 34-11-94. "Undopmarnmonnas TEXHOJIOTUSL.
Kpunrorpaduueckas 3anura uadopmanuu. OyHKINS XIMIHPOBaHUS"

217. I'OCT P 50922-2006 3amura napopmanu. OCHOBHbIE TEPMUHBI U
onpenenenus. Poctexperynuposanue, 2006.

28. I'OCT P 52069.0-2013 3amwmra wuHpopmanuu. Cucrema
cranaapToB. OcHOBHbIE noNokeHUsA. Poccranmapr, 2013.

29. I'OCT P 51583-2014 3ammrta unbopmaruu. Ilopsmok co3manus

aBTOMATU3MPOBAHHBIX CHCTEM B 3aIUIICHHOM HCHOJHEHUU. OOIIME TOJOKCHHUS.
Poccrannapr, 2014.
30. I'OCT P 51624-2000 3amura napopmanuu. ABTOMaTU3UPOBaAHHBIE
CHUCTEMBI B 3alUIIEeHHOM ucrnoiaHeHuu. O6mue tpedoBanus. ['occtangapt Poccuu,
2000.

31. I'OCT P 51275-2006 3ammura wmHbOopMmanuu.  OOBEKT
uHdpopmatuzammu. DakTopel, BO3ACHCTByMOmHMEe Ha uHbopmarmio. OOrme
nonoxenus. Pocrexperynuponanue, 2006.

32. I'OCT P 52447-2005 3amurta undopmanuu. TexHUKa 3alIUTHI
uHbopmaIuu.

HomenknaTtypa nokazareneit kauectBa. Pocrexperynuposanue, 2005.

33. I'OCT P 50543-93 Konctpykiuu 6a3oBbie Hecymue. CpeacTsa

BBIYHUCJIMTEIbHON TEXHHUKHU. TpC6OBaHI/IH 110 00ECIICUCHHUIO 341U ThI I/IH(i)OpMaHI/II/I 141
BJICKTpOMaFHI/ITHOfI COBMCCTHUMOCTH MCTOAOM OKpaHHUPOBAHUA. FOCCTaH,Z[apT

Poccumn, 1993.
34. I'OCT P 56103-2014 3amurta nadopmanuiv. ABTOMaTU3UPOBAHHBIC
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CUCTEMBbI B 3allMILIEHHOM HCIONHEHUH. OpraHusanuss U COAEp)KaHHE padoT IO
3alATE OT MPEJHAMEPEHHBIX CUJIOBBIX 3JIEKTPOMArHUTHBIX BO3AedcTBUNA. OOmime
nonoxenus. Pocctannapt, 2014.

35. ['OCT P 56115-2014 3amura nndopmannu. ABTOMaTH3UPOBAHHBIC
CUCTEMBI B 3alIUIIEHHOM HUCIOJHEHHH. CpencTBa 3allliThl OT IPEIHAMEPEHHBIX
CUJIOBBIX AJIEKTPOMAarHUTHBIX Bo3zaeicTBui. OO6mme TpeboBanusa. Poccrannmapr,
2014.

36. I'OCT P UCO/M3K 15408-1-2012 UudopmainimoHHasi TEXHOJIOTHS.
Mertonbl u cpeacTBa obecnieueHus: 6ezonacHocT. Kputepuu omieHKH 0€30MacHOCTH
uH(popMaIlMOHHBIX TexHonorui. Yacte 1. Bemenue wu 00mas MoJeb.
Poccrannmapr, 2012.

3. 8. T'OCT P MHCO/MDIK 15408-2-2013 HWupopmanmonHas
TEXHOJIOTHs. MeTosbl U cpencTBa obecrneueHus: 6ezonacHocTH. Kpurepun oueHku
O0e3onacHocT  MHGOPMALMOHHBIX TexHojoruil. Yacte 2. DyHKIMOHAIbHbBIE
TpeOoBanus Oc3omacHocTH (npsmoe mnpumeHenwe [ISO/IEC  15408-2:2008).
Poccranmapr, 2013.

39. Metonuka oOmnpeneneHus aKTyallbHbIX  Yrpo3  0O€30MacHOCTH
MEPCOHAJIBHBIX JAHHBIX MpPU HUX 00padoTke B MH(POPMALMOHHBIX CHCTEMAax
nepcoHaNbHbIX JaHHbIX. YTBepxkaeHa ®CTIK Poccun 14 pespans 2008 r.

40. COOpHMK  BpPEMEHHBIX  METOJUMK  OLEHKH  3al[UIIEHHOCTU
KOHQUACHIUATPHOW HMHPOpPMAIMM OT YTEYKM IO TEXHUYECKHM KaHajaMm.
VYr1BepxkaeH ['octexxkomuccueit Poccun, 2002.

41. I'OCT P 50922-2006 3amura napopmanuu. OCHOBHbIE TEPMUHBI U
onpeaenenus. PocrexperynupoBanue, 20006.
42. IoCt P 51275-2006 3ammra unpopmanuu.  OOBEKT

uHpopmaTuzanuu. DakTophl, BO3ACUCTByMOIKME Ha uHpopmMamuio. OO0rme
nonoxenus. Pocrexperynuposanue, 20006.

43. COopHUK  BpEeMEHHBIX  METOAWK  OIEHKM  3alUIIEHHOCTU
KOH(QUICHINATbHOW WHGOPMAIMU OT YTEUKH TI0 TEXHUYECKUM KaHaJaM.
Yr1BepxkaeH ['ocrexxkomuccueit Poccun, 2002.

44, TpeboBanus o 3ammre uHOpMAIMK, HE  COCTABJISIONIEH
rOCy/IapCTBEHHYIO TaliHy, COJAEpIKAIEHCs B TOCYIapCTBEHHBIX MH(DOPMAIIMOHHBIX
cuctemax. Y1BepxaeHsl npukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

45. Mepsl 3aIIUTHI uH(bopMau B roCyJapCTBEHHBIX
uH(popmarmonnubix cucremax. Y TBepxkaeHsl @CTIK Poccum 11 deBpans 2014 r.
46. Metoaudyeckue  peKOMEHIAMM MO  TEXHUYECKOM  3allUTe

uHdopMaIui, COCTaBJISAIOIIEH KoMMepueckyro TaiHy. YtBepxkiaensl OCTIOK
Poccum 25 nexabps 2006 .
Beb0-cuctema i opraHM3anuM  JUCTAHUMOHHOTO OOy4YeHHA U
yIPaBJIEeHUA UM:
Cucrema mucranmmonnoro oovuenms CII6  I'BIIOY  «AxameMus

IIPOMBINIIIEHHBIX TeXHOoJoTHi (3072.1u)
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4. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHUSI PABOYEM

KoHTposib U olleHKa pe3yJbTaTOB OCBOCHUSI pabodeil mporpaMMbl NPaKTHUKU
OCYIIECTBIISICTCS. PYKOBOJMUTENIEM TMPAKTHKH B TIPOIECCE MPOBEACHUS YUeOHBIX
3aHATHI, CAMOCTOSITEIIBHOTO BBITIOJIHEHHSI 00YYAIOIMMHUCS 3a/IaHHM, BBITIOJTHCHHUS

IHPOI'PAMMBbI

MPAKTUYECKUX IPOBEPOYHBIX PadOT.

B pesynbraTte OocBOEHUS MPAKTHKH B paMKax MpOo(eCcCHOHATBLHOTO MOIYJIsS
IIPOXOJAT

oOyyaronuecs

IIPOMEKYTOUHYIO

G depeHuInpoBaHHOrO 3a4eTa.

aTTeCTalluIo B

dbopme

Pe3yabTaTsl (0CBOEHHBIE
npogeccuoHaJIbLHbIE
KOMIIETEHIMH) ¢ Y4eTOM
JIMYHOCTHBIX Pe3yJIbTATOB,
npogeccnoHaIbHOI0
cTaHAApTa U CTAHAAPTA
KoMneTeHuun Bopaackuiic

OCHOBHbIE 0KA3aTEJIN OLEHKH
pe3yJabTara

(DOI)MBI U METOAbI KOHTPOJIA U OEHKHA

[1K 2.1. OcymiecTBisiTh
YCTaHOBKY M HACTPOUKY
OTJENBHBIX TPOTPAMMHBIX,
MPOTPaMMHOATIAPATHBIX
CPEICTB 3alIUTH HHPOPMALIUH.

JleMOHCTpUPOBATh YMEHUSA U
[PaKTHYECKHE HAaBBIKM B yCTAHOBKE U
HACTPOMKE OTAENBHBIX IPOTPaMMHBIX,
[IPOTrpPaMMHO-aIINapaTHEIX CPEICTB
3aIINTHI

WH(pOpMAIIN

. — TECTHPOBaHUE,

. — 9KCIIEPTHOE HAOII0ACHHE
BBIITOJIHCHUS

. MIPAaKTUYECKUX padoT,

. Or1ieHKa pereHus

. CHTYAIIMOHHBIX 337124,

. OLICHKa IIPOLEcCca U Pe3yIbTaTOB

BBINOJIHEHNS BUJIOB PabOT Ha
HpaKTUKe

I1K 2.2. ObecrieunBaTh 3aIIUTY
MHQOPMAITIH B
ABTOMATH3UPOBAHHBIX CUCTEMAaxX
OT/JICIILHBIMU ITPOTPAMMHBIMH,
porpaMMHOANIapaTHHIMU
CpelcTBaMHu.

JleMOHCTpUpPOBATh 3HAHUS U YMEHUS
B 00ecriedyeHNH 3aIUTh HHpOpMaIiH
B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
OT/ICJIbHBIMU [TPOTPAMMHBIMU,
[MpOrpaMMHO-annapaTHbIMU
CcpelcTBaMu

. TECTUPOBAHHE,

. JKCIePTHOE HAOII0IeHIE
BBIMTOJITHCHUSA MPAKTUYCCKUX pa60T,

. OIICHKA PEeIICHHSI
CHUTYAaI[OHHBIX 33]1a4,

. OLIEHKA mpolecca u
PE3YyIbTAaTOB BBIIIOJTHEHUS BUI0B
paboT Ha MpaKTHUKe

TIK 2.3. OcymecTBasTh
TECTHPOBaHUE ()yHKIIHA
OTIIEJIbHBIX MPOTPaMMHBIX U
[pOrpaMMHOAaIIIapaTHBIX
CpENICTB 3alTUThl HHPOPMAITUH.

BrinonHeHue nepevns padbot 1o
TECTUPOBAHUIO (QYHKIMH OT/IENBHBIX
[IPOrpaMMHBIX M IPOTrPaMMHO-
AIImapaTHBIX CPEICTB 3aIIUTHI
HHpOpMaIn

° TECTUPOBAHUE,

. JKCIIePTHOE HAOII0IeHIE
BBITIOJTHEHUS TPAKTHYECKHUX PadoT,

° OLICHKA peIICHUs

* CUTYALIMOHHBIX 3a/1a4,

. OILIEHKa Ipolecca u

PE3YIbTAaTOB BBINIOJTHEHUS BUIOB
paboT Ha MpaKTHUKe

IIK 2.4. OcymecTBasiTh
00paboTKy, XpaHEeHUE U
nepenavdy nHpopMaIuu
OTPaHNYEHHOTO JOCTYIIA.

[TposBNSITE 3HAHMS, HABBIKK U YMEHHUS
B 00paboTKe, XpaHECHHUH U Iepeade
MHGOPMALNK OTPAaHHICHHOTO
nocryna

° TECTUPOBAHUE,

. JKCIIePTHOE HAOII0IeHHE
BBINOJIHEHHS IPAKTHYECKUX PadoT,

* OIICHKA PEIICHUS
CUTYallMOHHBIX 3a1aY,

. OIIEHKa IpoIecca 1
pE3yALTATOB BEIITOJIHEHHS BUIOB
paboT HA MPAKTHKE
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Pe3yabTaTsl (0CBOEHHbIE
npogeccnoHalbHbIE
KOMIIETEeHIIUH) C Y4eTOM
JIMYHOCTHBIX Pe3yJbTaTOB,
npogeccunoHaIbHOIO0
CTAaH/AAPTA M CTAHAAPTA
xomnerenuuu Bopaackunic

OcCHOBHBIE TOKA3aTeJIH OLEHKH
pe3yJabTara

@DopMbI 1 METOAbI KOHTPOJIS M OLIEHKH

I1K 2.5. YHn4YTOXAThH
MH()OPMALIUIO M HOCUTEIN
MH(POPMALIUY C UCTIOBE30BaHUEM
MPOrpaMMHBIX U IPOTPAMMHO-
arnmnapaTHBIX CPEJCTB.

/leMoHCTpanys anropurMa
[IPOBEACHUS PadOT M0 YHUUTOKEHHIO
nH(pOpManuy 1 HOCUTEIeH
nH(OpMaLUK C HCIIONIB30BAHUEM
[IPOrpaMMHBIX ¥ IPOTPaMMHO-
ammapaTHbIX CPEICTB

. TECTUPOBAHUE,

o SKCIEPTHOE HAOIIOICHHE
BBIMOJHEHUS MPAKTHYECKUX PadoT,

. OLICHKA PEeIICHHS
CUTYaI[IOHHBIX 3a]1a4,

i OLIEHKa mpolecca 1
PE3YJIBTATOB BBLIITOJHEHUA BUIOB
paboT Ha MpaKTHUKe

IIK 2.6. OcymecTBisTh
[PETHCTPAIMIO OCHOBHBIX
COOBITHII B aBTOMAaTH3UPOBaHHBIX
(MH(pOPMAIMOHHBIX) CUCTEMaX, B
TOM YHCJIE C UCIIOJIb30BAHUEM
[IPOTPaMMHBIX U IPOTPaMMHO-
AIapaTHBIX CPEACTB
0OHapyXeHUS, IPEAYIPEKICHUS
1 JTIUKBUAALNH TTOCIIEACTBUI
KOMITBIOTEPHBIX aTaK.

[IposIBIIATE 3HAHKSA M YMCHHS B
3aIiTe aBTOMAaTH3UPOBAHHBIX
(MH(DOPMAIIMOHHBIX) CHCTEM C
MCIIOJIb30BaHHEM IIPOIPaMMHBIX
[pOrpaMMHO-aNIapaTHBIX CPEICTB
0OHapYKEHHMs1, TPEAYIPEKACHHUS U
ITMKBUALNH OCIIEACTBHNA
KOMITBIOTEPHBIX aTaK

. TECTUPOBAHUE,

. 9KCIEPTHOE HAOJIOICHHE
BBIMTOJIHCHUSA TPAKTUYCCKUX

i paboT, OlLICHKA PEIICHHS
CHUTYal[HOHHBIX 33]1a4,

. OLICHKa Mpoliecca u
PE3YJIBTATOB BBLINIOJIHCHUA BUIOB
paboT Ha MpaKTHUKe
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